XAPAKTEPUCTHUKA HA YYEBHATA JUCHUMIIJINHA

HaunmenoBanwue Ha yueOnara aucuumnnnaa: | Kog: MCSPC21 Cemectsp: 1
BbBegeHue B nporpaMmupaHeTo
Bua na o6yuenuero: Cemectpuanen xopapuym: | bpoit kpegutu: 5
Jlexuuu (JI) JI — 30 yaca
JlabopaTopuu ynpaxkuenus (JIY) JIY — 15 yaca

JEKTOP(H):

Jort. a-p unx. SIBop Tomos (PKCT)), Ten.: 965 2606, e-mail: : yavor_tomov@tu-sofia.bg
Texuunuecku ynusepcurer-Codust

CTATYT HA JMCHUIIJIMHATA B YYEGHUS TTJIAH: 3anppkuTenHa yueOHa TUCIUILUIMHA
oT yueOHuUsI 1iaH 3a o0ydyenue Ha ctyaeHTu 3a OKC ,maructsp®, cneunantoct “Kubepcurypnoct
U TIpeBeHLUsl Ha KuOeprpecThIieHus , mpodecuonanHo HampaieHue 5.3 KoMmyHHKalMoHHA U
KOMITIOThPHA T€XHUKa, 0071acT 5. TexHnuecku HayKu.

HEJIU HA YYEBHATA JUCHUIIJIMHA: [lenta Ha yueOHaTa TUCIHUIUIMHA € CTYJCHTHTE Ja
n3yvar (yHIaMEHTATHH MOHATHS 3a M3T0J3BaHe HAa KOMITFOTPUTE M NMPHIOOMBAHE HA HABHIIHM 32
ChBPEMEHHH TEXHOJIOTHH Ha MporpaMupane. Te me Morar Jia mpuiaraT IMoJIX0IUTe, METOJUTE U
TEXHHYECKUTE CPEJICTBA U OCHOBHUTE MPUHITUIN HA CTPYKTYPHHUS MMOAXO0J B IPOTPAMUPAHETO H
peaim3anmsITa UM ChC CPEACTBATa HA KOHKPETEH aITOPUTMUYCH €3WK OT BUCOKO HUBO. B kpas Ha
OOyYEHHETO CH CTYJICHTHT IIe: MPUTEKaBa YMEHHS 3a W3IOJI3BAHE HA AITOPHUTMHYCH €3UK OT
BHCOKO HUBO; IT03HABA OCHOBHUTE Ha CTPYKTYPHUS ITOIXO0/I B IPOTPaMHUPaHETO; TIO3HABA U M3II0JI3BAa
OCHOBHHUTE OMOIMOTEKH Ha €3UK OT BUCOKO HUBO 3a POTrpaMHpaHe; MOKe J1a pa3padoTBa mporpamMmu
KaTo mpusiara 00eKTHO-OPUEHTHPAHUS TOIXO0; UMa MO3HAHUS 32 TEXHOJIOTHATA 3a IPUXBalaHe U
00paboTKa Ha W3KIIOYECHHS W TPEIIKH B IporpaMmara CH; MOo3HaBa MPUHIMIKTE Ha paboTa 3a
ChXpaHeHHE U 00paboTKa Ha JaHHU; pelaBa TUITMYHN WHXXEHEPHU 3a/1a4M ChC CPEICTBATA HA €3UK
3a MporpaMupaHe OT BUCOKO HUBO.

OIIMCAHUE HA JUCIHMHIIJIMHATA: BbBeneHue B IPOTPAMUPAHETO € 3aAbJIKUTEIICH
dbyHgaMeHTaleH y4eOeH Kypc OT Marmcrbpckara ydyeOHa IporpaMa Ha HampaBjieHue 5.3
,»KOMYHHKaIlMOHHA M KOMIIIOThpHAa TEXHHMKA™“. 3HaHMATAa W YMEHMUsATa 1O BbBeraeHue B
MIPOrpaMHUPAHETO Ch3AABAT MPEANOCTABKU 3a IMPOrpaMHO pelllaBaHE Ha MPAKTUYECKH 3a7add U
MHOTOCTpaHHa peajau3alus Ha CTyJeHTUTE B 00J1acTTa Ha HH(OOPMAIIMOHHUTE TEXHOJIOTUU.

HNPEAIIOCTABKM: 3nanus no MaTeMaTuka ¥ HH()OPMaIMOHHN TEXHOJIOTHH.

METO/J 3A NNPENNOJABAHE: Jlekiiuu ¢ W3M0J3BaHEe Ha MPOEKTOP, BUJECO MPE3CHTALUS U
JIeMO-TIPOrpaMu, JJaA0OPATOPHUTE YIIPAKHEHUSI C€ TPOBEKIAT B CIICUATH3UPAHU JTa0OPaTOPUH.

METOJIHN HA U3INIUTBAHE U OHEHABAHE: Tekymia oueHka.

E3UK HA IIPETNTOJABAHE: 6birapcku

HNPENOPBYUTEJIHA JIMTEPATYPA: 1. Michael & Eric Scratch, PYTHON ALGORITHMS:
A Complete Guide to Learn Python for Data Analysis, Machine Learning, and Coding from Scratch (Python
programming language), Independently published, 1st Ed., 2020. 2. Michael & Eric Scratch, PYTHON
PROGRAMMING FOR BEGINNERS: Your Personal Guide for Getting into Programming, Level Up
Your Coding Skills from Scratch and Use Python Like A Mother Language (Python programming
language), Independently published, 1st Ed., 2020. 3. Michael & Eric Scratch, Coding Python: The Ultimate
Tool To Progress Your Python Programming From Good To Great While Making Coding In Scratch Look
Easy (Python programming language), Independently published, 1st Ed., 2020.



mailto:yavor_tomov@tu-sofia.bg

XAPAKTEPUCTHUKA HA YYEBHATA JUCIIUIIVIMHA

HaumenoBanwue Ha yueOnata qucuuiuinna: | Kog: MCSPC22 Cemectnp: 1
CuHTe3 M aHAJIN3 HA AJITOPUTMH
Bua na o6ydyenuero: Cemectpuanen xopapuyM: | bpoit kpenutu: 5
Jlexuuu (JI) JI — 30 yaca
JlabopaTopuu ynpaxHeHus1(J1Y) JIY — 15 yaca

JEKTOP(H):

ITpod. n-p umwk. Orusa Hakos (PKCT), Ten.: 965 3613, e-mail: nakov@tu-sofia.bg;
Jort. 1-p umk. ['eopru SanpsiHos, Ten. 965 2680, e-mail: gszap @tu-sofia.bg;
Hor. n-p umk. MBan Crankos (OKCT), ten.: 965 2682, e-mail: istankov@tu-sofia.bg
Texuunuecku ynusepcuter-Codust

CTATYTHA JIMCIHUIIJINMHATA B YYEBHWA NJIAH: 3aapmkutenHa yueOHa TUCHUIUIMHA

OoT yueOHMTE IUlaHOBEe 3a penoBHM crTyaeHTH u 3a OKC ,mMaructbp®, cHEIUaTHOCT
“KubepcurypHocT 1 peBeH1MsI Ha KuOeprpecTbiieHus” Ha PakynTeT N0 KOMIIOTbPHU CUCTEMU
u TexHoyiorun (DKCT) na Texauueckn Yauepcuret — Codusi, mpodecrnoHaHO HarpaBieHne 5.3
KoMyHuKaloHHa 1 KOMITIOTbpPHA TEXHHUKA, 00acT 5. TeXHu4ecku HayKu.

HEJN HA YYEBHATA JUCIHNIVINHA: TIpnno6uBaHe Ha yMEHUS 3a alTOPUTMHU3UpPAHE Ha
npo0JieM, aHallu3 U OlIEHKA Ha aJlTOPUTMU U CHHTE3 Ha IPOorpaMu, 0a3upaHy Ha TaKWBa aITOPUTMH.

CryneHTuTe ce 3amo3HaBaT C OCHOBHU TPYNU aJrOPUTMH: 00pabOTKa Ha YHMCIa, COPTUPOBKH,
ThPCEHE, XEIINpaHe, TbPBOBUIHU CTPYKTYPHU, PEKYPCUH, CHUCHYHU CTPYKTYpH, I'pad 1 06paboTka
Ha rpadu. IIpourpaBar ce M aHanM3MpaT KIACHMYECKH ANTOPUTMHUYHM peuieHus. OneHsBar ce
pa3IMYHM pELIeHMs] Ha €IMH NPpooIIeM.

OINMCAHUE HA JIMCIHMIIIMHATA: KypchT 3ano3HaBa CTyAEHTHTE C TEOpUATa Ha

QITOPUTMU3MpaAHe, aHAM3 Ha CII0)KHOCTTa M PECYpCOEMKOCTTa Ha aJrOPUTMH U CHHTE3 Ha
ONTHUMAJIHU aNTOpPUTMHU. Pasriexaar ce KjJacHueckd Ipynu OT aJropuTMu: oOpaboTKa Ha 4Yucia,
COPTUPOBKH, ThPCEHE, XEIINPaHE, TbPBOBUIHU CTPYKTYPH, PEKYPCUU, CHUCHYHU CTPYKTYpH,Tpad
u oOpaboTka Ha rpadu. [Ipourpasat ce u aHamTU3UPAT KIACUYECKH alITOPUTMHUYHU PELLICHUSI.

IPEJINOCTABKM: M3uckBar ce HaYaIHU MO3HaHUs 110 mporpamupane Ha C u C++.
METOJ 3A IPEINOJABAHE: Jlekuun B MyJATUMEIUEH BapuaHT (MEIUEH IPOCKTOP),

pa3pa60TeH 1 JOCTBIICH ye6 caiT c JICKOUOHHOTO M IIPaKTHYECKO ChbABPKAHNE HAa JUCHUIIIIMHATA.

METOJIM HA MBTIMTBAHE M ONIEHABAHE: [TucMen u3nut ¢be 3a1a4a.

E3UK HA IPENTOJABAHE: boarapcku

HPEINOPBRYNTEIHA JIUTEPATYPA:

1.Clifford A. Shaffer, Data Structures and Algorithm Analysis, 2013; 2.Sandeep Sen, Lecture Notes for
Algorithm Analysis and Design, 2013; 3.Sara Baase, Computer Algorithms: Introduction to Design and
Analysis, 2009; 4.Samir Khuler, Design and Analysis of Algorithms, 2012; 5.A.A.Puntambekar, Design
and Analysis of Algorithms, 2010; 6.CroitueB Ct., CuHTe3 W aHamM3 Ha aarOPUTMH U IPOrPAMH,
uznaresnctBo Ha TY- Codus; 7. Sedgewick R., Wayne K., Algorithms,Addison-Wesley Professional 2011,

8.Dasgupta, S., C.H. Papadimitriou, and U.V. Vazirani. Algorithms, 2006; 9.Thomas Runkler, Data
Analytics, 2012.
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XAPAKTEPUCTHUKA HA YYEBHATA JUCIIUIIVIMHA

HaumenoBanwue Ha yueOnara aucuuiuimia: | Kog: MCSPC23 Cemectnp: 1
AHAJIN3 ¥ yIpaBJieHHe Ha PUCKA
Bun na o6ydyenuero: Cemectpuanen xopapuyM: | bpoit kpenutu: 5
Jlexmuu (JI) JI-30 uaca
JlabopaTtopuu ynpaxxkuenus (JIY) JIY — 15 yaca

JEKTOPJD:

[pod. n-p umwxk. OrusH HakoB (PKCT), Tei.: 965 2513, e-mail: nakov@tu-sofia.bg
Jorr.. 1-p urx. Bepounka Credanosa- CrostHoBa (PKCT), Tei.: 965 3363, e-mail:
vvstoyanova@tu-sofia.bg
Texunuecku ynusepcurer-Codus

CTATYT HA JUCIHMIIVINMHATA B YYEBHUA TUUIAH: 3agbipkutenHa ydeOHa

JTUCHMIUIMHAOT yueOHUS I1aH/yueOHuTe I1aHoBe 3a o0ydyeHue Ha cryneHTH 3a OKC ,,maructop®,
cnenuanHocT “KubGepcUrypHOCT M TNpeBEHLUs Ha KUOepHpecThbIUIEHUs , NPOPECHOHATHO
HanpasieHue 5.3 KomyHHKanmoHHa ¥ KOMITIOThPHA TeXHHUKA, 001acT 5. TeXHUYeCcKn HayKH.

LHEJM HA YYEBHATA JUCIHHITINMHA: [len Ha aucuuiuiiHaTa ,,AHaJIA3 U yIpaBJeHUE Ha

pucKa™ e Jla TPEeIOCTaBH Ha CTYACHTUTE MPAKTHUYECKO W HAYYHO-U3CJICIOBATEIICKO HOY-Xay B
cdepara Ha aHaJIM3a, OI[EHKATa U YIIPABJICHUETO Ha PUCKA B PAOOTHHUTE M CHITHTCTBAIINUTE IPOIIECH,
C aKIIEHT BbPXY 3HAUYEHUETO W JUHAMHU3Ma Ha Objemniara paboTHa cpeaa.

OIMCAHUE HA JUCHMIIMHATA: OcHoBuu Temu:Mnentudunupane Ha PUCKOBETE:

Metou 3a o1ieHKa ¥ UACHTU(DUKAIMS Ha TOTEHIIMATHU PUCKOBE U 3aIljlaxy 3a HH(POPMallMOHHUTE
CHUCTEMHU M MpEXH.AHaIu3 Ha pucka: JleTallHO MpoydyBaHE HA METOJMTE 3a aHAJIU3 HAa pHUCKa,
BKJIIOUMTEIHO KBAHTUTATUBEH M KAueCTBEH aHalu3, 3a Ja C€ OMNpEeNeNsiT NOTEHLHATHUTE
BB3JICHCTBUS HA pa3IMYHHUTE 3aIliaxu.YrpaBieHue Ha pucka: CTpaTerud W TpOILECH 3a
yhpaBiieHHEe Ha UASHTU(GUIUPAHU PUCKOBE, BKIIOUUTEIHO MpHEMaHe, N30srBaHe, CMEKYaBaHE U
MpeXBbpIIsiHE Ha pucka. [lnaHupaHe 3a BB3CTAHOBSIBAaHE MpPU OCACTBUS W HEMPEIBUICHU
cutyaruu.lIpernen Ha OCHOBHHMTE MEXIYHApOJHH W HAIMOHAIHU PEryjalliy W CTaHAapTH 3a
kubepcurypHoct, Bkaounteano GDPR, ISO/IEC 27001 u NIST. Risk Management As A Service.

IPEJINOCTABKH: NapopMallMOHHA CUCTEMH, YIIPABICHUE, MAaTEMAaTHUYECCKH aHAIIU3, TCOPHUS
Ha BEPOATHOCTUTE U MAaTEMaTHYECKa CTATHCTHKA, TEOPETHYHU OCHOBHU Ha KOMITFOTHPHHUTE HAYKH,
KOpITIOpPaTHBHA apXUTEKTYPa, KOMIIOTHPHU CUCTEMH, MPEXKH, TEICKOMYHHKAITUH. .

METOJ 3A IPENOJABAHE: Jlekuuutre ce HpOBEXAAT C IMOMOIITa HAa MYJITUMEIUEH

IIPOCKTOP, KaTO C€ n3JjiaraT CTPpYKTyparTa Ha JICKIUATA, OCHOBHU OIIPEACICHUA, MOICIIN, (1)OpMy'J'II/I,
l"pa(bI/IKI/I u (I)I/IprI/I U aJI'OPHUTMHU. CTy,Z[eHTI/ITe MOraTr mpeABapuUTCIHO Ja IMOoJiydaT HOCThII 10
JICKOUOHHHUTC MaTCpUaJIN.

METOJIM HA M3NUTBAHE W OUEHABAHE: /[Be enH0o4YacoBU MUCMEHH KOHTPOJIHH

paboTu B cpenara u kpas Ha ceMecTbpa (0010 80%) u ceMunapuu ynpaxaenus (20%).

E3UK HA TIPEITOJTABAHE: 6barapcku

IOPENOPBLYNTEJHA JUTEPATYPA: Risk Management Policy And Procedures, Version
4.0, GPE Risk Management Framework and Policy
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XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIVINHA

HaumenoBanwue Ha yueOHata mucuuminaa: | Kog: MCSPC24 Cemectsp: 1
IIporpaMH# TEXHOJIOTHH 32 CUTYPEH KOJI
Bun Ha 06yuenuero: Cemectpuanen xopapuyM: | bpoit kpenutu: 5
Jlexrum (JI) JI — 30 gaca
JlabopaTtopuu (JIY) JIY — 15 gaca

JIEKTOP(W):

[pod. a-p umwk. OrusH HakoB Hako(DKCT), Ten.: 965 3613, e-mail: nakov@tu-sofia.bg
Texuunuecku ynusepcurer-Codust

CTATYT HA JUCHIUIIJIMHATA B YYEBHUS IIJIAH: 3anbmkutenta ydeOHa AUCITUTUTHHA
oT yueOHuU4 I1aH 3a 00ydeHue Ha cryaeHTu 3a OKC ,,maructep*, cnenuansoct “KubepcurypHoct
U MpeBeHLUs Ha KubeprpecThIUieHus’, mpodecuoHanHo HamnpasiaeHue 5.3 KomyHukanmoHHa U
KOMITIOThPHA T€XHUKa, 0071acT 5. TexHnuecku HayKu.

HEJW HA YYEBHATA JUCIMIIJIMHA: CTyaeHTUTE ce€ 3alo3HaBaT C TEXHUKH U
TEXHOJIOTUU 33 MPOOUB Ha KOJ, KaKTO M CbC COPTYEPHUTE TEXHOJIOTHH U CPE/ICTBA 3a Ch3/laBaHE
IIpOrpaMeH KOJ, YCTOMYHMB Ha XaKepCKH aTaku M CPHUBOBE.. B NpakTHYEeCKUTE 3aHATHS Ce
3aII03HABAT CbC CPENN 3a PEN-TECTUPAHE U OLEHSABAHE YCTOMYMBOCT HA MIPWIOKEHUS OT PA3IHYEH
THII HA XaKEPCKU aTaKH

OIINCAHUE HA JIUCHHUIIJIMHATA: OCHOBHU TEMU: TEXHOJIOTUHU, YTHJIUTH U CpPEIu 3a
CKaHUpaHE U pen- TecTHpaHe ( aKTUBHO M MacuBHO). Bupycu u makpoBupycu. TpossHCKu KOHe,
warm aTaku, COLMaIHO MHXEHEepCTBO. ATaku Mpa3 MpenbiBaHe, aTakd KbM HH(OPMALUOHHU
CUCTeMH, Xakepcku araku B Internet, DoS araku, araku mpe3 Regular expressions, ataku mpe3
XML. HaBcsixkbae ce pasriaexaar copTyepHr TEXHOJIOTHH U TEXHUKH 3a TPOTHBOICHCTBHE.

HNPEANOCTABKH: cunTe3 u a”aim3 Ha anroputMu, Kpunrorpadwus, mporpaMHH €3UIH,
MPOrPaMHHU Cpeu

METO/J 3A TIPEINOJABAHE: Jlekuuu ¢ W3M0J3BaHE Ha CIAWAOBE M JEMO-IIPOTPAMH,
J1a00paTOPHUTE YIPAKHEHHsI C POTOKOJIU M KypcoBa paboTa 3a pa3paboTKa Ha YCTONYHMB KO UITH
aHaJIM3 CTA0MITHOCTTA HA IIPHIJIOKEHUE C OTMCAHKUE U 3alUTa.

METO/IU HA M3IIUTBAHE M OILIEHABAHE: nucMmeH u3NMT, BKJIKOYBAIl 2 BbIIpoca.

Bw3moxHO € 1o 3aAaHru€ Ha BOJACINMA IIPpE€oaaBaTeil a CC pa3pa60TH 3aBBPILICH IIPOCKT U CIC
3alliuTa 1 IIPpOBCPKa e(i)eKTI/IBHOCTTa Ha BJIOJKCHUTC B HCI'O TCXHOJIOI'HHU Jia CC IIPUPABHH HA U3IIUT.

E3UK HA ITPENTOJTABAHE: 6barapcku/aHrnicKu
HPEINOPBYUTEJIHA JIUTEPATYPA:

1.Xayspa M., /1. Jlebnanuk, [lucane Ha curypen xox, Microsoft Press, third edd, 2009;
2. Seacord R., Secure Coding in C and C++Pearson Edd, 2013

3. Stalling W., Computer Security - principle s and practice, Pearson, 2017

4. Peter Kin, The Hacker playbook, Secure planet LLC, 2016

5. Ehittacker J., How to break software security, Addison Wesley, 2008

6. Shostack Adam, Thread modelling, Wiley, 2018.




XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIJIMHA

HaunmenoBanwue Ha yuebnara nuctumiuna: | Kox: MCSPC25 Cemectnp: 1
HMHTEpHET U CONMAIIHH MPEKHU
Bun Ha 00y4yenuero: Yacose 3a cemecTnp: Bbpoit kpeautu: 5
Jlexruu (JI) JI — 30 uaca,
JlabopaTopuu ynpaxxuenust (JIY) JIY — 15 gaca

JEKTOPMU:

upod. a-p ['eopru Unues (PTK), ten. 965 3029, email: gli@tu-sofia.bg
1. ac. a-p Aumutpus Muxaiinosa (O TK), ren. 965 3029, email: dam@tu-sofia.bg
Texunuecku YHusepcutet-Codus

CTATYT HA JUCIIMIIJIMHATA B YYEGHUS IIVIAH: 3anbokurenHa JUCIUIUIMHA 32
PEIOBHHU CTYJEHTH M0 cnenuanHoct “KubepcurypHocT v npeBeHIMs Ha KUOepnpecTbIIeHus”
3a 00pa3oBaTeIHO-KBaTU(UKAITMOHHATA CTETICH “‘MarucThp’.
HEJIN HA YYEBHATA JUCIIUIIJINHA :
Ilenta Ha 0OydeHueto 1o “MHTEpHET U COLMAIHU MPEXH~ € CTYJEHTUTE J1a U3ydaT OCHOBHH
MPUHIUIN Ha U3Tpak/IaHe, pa3BUTHE U KIacHUPUKaLMs Ha MPEKOBUTE TEXHOJIOTUH; €TAJIOHHU
MOJIENIM 33 CBBbpP3BaHE Ha OTBOPEHU CHCTEMHU; KOMYHHMKAI[MOHHU MPOTOKOJIU B MPEKOBUTE
TEXHOJIOTHUH.
OINMNCAHUE HA IUCHUILJIMHATA:
[lo Bpeme Ha Kypca ce H3ydaBaT BbBeIEHHE B MpEXKOBUTE TexHosoruu. [IpuHuunm Ha
U3rpaxaaHe, CBbCTOSHUE, pa3BUTHE, KiIacuUKalMs, CTaHAApTH M OpraHu3aluud  3a
crangapru3anys. OCHOBHHU TOIMOJIOTHH, CPaBHUTENEH aHaiu3. ETaJoHHU MoJenu 3a CBbp3BaHe
Ha oTBOpeHU cucteMu. [IpuHumnu Ha u3rpaxaane. [IpenrHasHaueHne U QyHKUMU HA OTIETHUTE
HuBa. Mpexa Ethernet. OcHOBHM NpHHIMIK Ha M3rpaxkaane u (yHkimonupane. CTaHmapTH,
TeHJeHIMH 1 pa3Butue. [lpunoxenue Ha Ethernet TexHonorusra B paznuyau Mpesxkd. OCHOBHU
XapakTepucTUk Ha MHTepHer TexHojorusTa. WM3mon3BaHM NPOTOKOIM — polii H
dbyakumonupane. Anpecupane B [P Mpexxn. Pasnpenenenue u mpeusnosi3zBaHe Ha aJpecHOTO
pocTpancTBO. IHTEpHET KaTo KOMyHUKalMoHHa cpena. Pabota BpB deticOyk, TyuTsp u Apyru
COLIMAJIHU MpeXU. BbBeieHue B aHam3a Ha conainHuTe Mpexxu. CollanHu MpexHu 3a Ou3Hec U
npodecronanHa yrnorpeoa.
HNPEAIIOCTABKH: HeoOxomumu ca OCHOBHH TO3HAHHUs IO MAaTeMaTHKa, KOMITIOTBPHHU
CUCTEMH, CUTHAJIU U CUCTEMHU.

METOJ 3A TIPEINIOJABAHE: Jlekuuu ¢ u3MO0J3BaHE Ha ciaiijoBe (NpeABapUTEIIHO
npeaoCTaBCHU Ha CTy,I[CHTI/ITe), MMoANOMOTHaTH OT CJIICKTPOHHU MATCpHaAJIU. CamocTosgTenHa
MOJrOTOBKA M BBb3JIaraHe Ha paboTa Mo aKTyaJHH NMpoOJjeMu (€KHITHO OPHUEHTHUPAH TOIXON).
JIaGopaTopHHU yIpakHEHUS ¢ TPOTOKOIIH.

METO/JU HA UBNTUTBAHE U OLHEHABAHE: O6y4ueHreTo ce KOHTPOJIUpa Ype3 OLEHKa,
KOATO CE (I)OpMI/Ipa OT ABC CbCTABKHU: PE3YJITAT OT TCKYLL KOHTPOJI C KOG(l)I/II_II/IeHT Ha TCXKECT 0,7
Y OILIEHKA OT JIaDOpaTOPHHUTE yIpakHEeHUs ¢ KoeduineHT Ha Texect 0,3.

E3UK HA TPENTOJABAHE: 6bnrapcku

NPENOPBYUTEJIHA JIUTEPATYPA:

1. Dodd A., Essential Guide to Telecommunications — The, 6th Edition, Pearson, 2019, ISBN
978-0-13-450778-1. 2. Ibe O., Fundamentals of Data Communication Networks, Wiley, 2018,
ISBN 978-1-1194-3625-6. 3. Valdar A., Understanding Telecommunications Networks — 2nd
Edition, The Institution of Engineering and Technology, 2017, ISBN 978-1-78561-165-0. 4.
Sibley M., Modern Telecommunications: Basic Principles and Practices, CRC Press, 2018,
ISBN 978-1-1385-7882-1. 5. Goralski W., The Illustrated Network: How TCP/IP Works in a
Modern Network, Morgan Kaufman, 2017, ISBN 978-0-12-811027-0.




XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIVINHA

HanMmenoBaHue Ha qUCIUILTIHATA: Kona: MCSPC26 Cemectsp: 1
EJIeKTpOHHM cHCTeMH 32 CHTYPHOCT
Bun Ha 06yuenuero: Yacoge 3a cemectbp: | bpoi#t kpenutu: 5
Jlexruu (JI) JI - 30 gaca
JlabopaTopuu ynpaxxuenus (JIY) JIY - 15 yaca

JIEKTOP:

[Tpod. n-p umwxk. I'eopru Ununues [Momos (PKCT), ter: 029653525, popovg@tu-sofia.bg,
Texunuecku ynusepcuter - Cous

CTATYT HA JUCIMIIVIMHATA B YYEBHATA TIPOT'PAMA: 3agbmkuTenHa
JUCLMIUIMHA 3a PEOBHHU U 33JJ0YHH CTYIEHTH OT crienanHocT 'KubepcurypHocT 1 mpeBeHIHs
Ha kubepnpectbiuieHus” Ha @akynrer no Kommiorepau cucremu u texHosioruu Ha TY-Codus
3a 00pa3oBaTeIHO-KBATU(DUKAIIMOHHATA CTETICH "MarucTsp' .

HEJIU HA YYEBHATA TIPOT'PAMA: Ilenta Ha 0Oy4eHHMETO € CTYICHTHUTE Ja C€
3al03HASAT ChC CHBPEMEHHUTE E€JIEKTPOHHH CHUCTEMHU 3a CUTYPHOCT, TSIXHAaTa CTPYKTypa U
¢dbyHKIIMOHUpaHe, chepr Ha TPUITIOKEHUE M HOPMATUBHH aKTOBE, CBBP3aHU C TIX.

OIMNCAHUE HA TMCIIUIIVIMHATA: B kypca ce uzydaBar pyH1aMEHTAIHUTE TOHATHUS,
OTHACSIIA C€ JI0 CHUCTEMHUTE 3a CHUTYPHOCT: CHCTEMH CpeIly NPOHHKBAaHE W B3JIOM B T.4.
KOHTPOJIHM TIAHETH ¥ JIETCKTOPH, ITO0KaPOU3BECTUTEIIHA W IIOKAPOTACUTEITHH CHCTEMH,
CHCTEMHU 3a KOHTPOJI Ha JIOCTHIIA, CHCTEMH 32 BHJICOKOHTPOJI M BHJICOJICTEKIINS, TIEPUMETPOBU
CHCTE€MH, HHIYCTPUAIHU aJapMEHM CHUCTeMM M Jp. JUCKyTUpaHUTE KOHLENIUH Ce
WIIOCTPHpAT ¢ MPUMEpH OT peanHu cucremu — Paradox, DSC, Aritech, Sony, JVC, HikVision

U Jp.

HPEJAITOCTABKMU: [1pu nzy4yaBaHeTo Ha IMCHMIUIMHATA CE€ MPEAINOJIara, 4e CTyJEHTUTE ca
MpUA0OUIN OCHOBHH MO3HAHUS 10 (hU3HKA.

METO/JI HA NPENNOJABAHE: M3HacsT ce JIeKIMU, OHArJIeIIBaHU C HArJIeAHU MaTepUalid
1 BUCONPOEKTOP. JIabopaTopHUTE yIIpaKHEHHUS CE TIPOBEKIAT B KOMITFOTHPHH 3aJI1, CHIIIaCHO
PBKOBOJICTBOTO, M MPOBEPKA HA PE3YJTATUTE OT MperojaaBareis. [1o mpoeKkTuTe CTyaeHTHTe
MoJTy4aBaT KOHCYJTAIlUH.

METO/JMU 3A UBHNUTBAHE U OLNEHABAHE: u3nur
E3UK 3A ITPENTOAABAHE: beirapcku, AHMIHICKA

HNPENOPBYUTEJHA JIMTEPATYPA: http://sopko.tu-sofia.bg >> ucrumiuan >>
Oxpanutennu cucremu; 2. Thomas L. Norman, Integrated Security Systems Design: Concepts,
Specifications, and Implementation, Butterworth-Heinemann —London UK, 2011 r.; 3. Corky
Binggeli, Building Systems for Interior Designers, John Wiley & Sons, 11.10.2011; 4. IToros
I'., Tpudonos P., Enextponnu cuctemu 3a curypaoct, Uznarencrso Ha TY-Codus, 2010; 5.
[TetkoB b., Anapmenu cucremu I u Il wact, Codust, 1998; 6. Ilonos I'., Anapmenu cucremu,
Codus, uznarencro Ha TY-Codus, 2007; 7. Capel V., Security Systems and Intruder Alarms,
Oxford, 1992.,
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XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIVINHA

HaumenoBanwue Ha yueOHata mucuuminaa: | Kog: MCSPC27 Cemectsp: 2
bJioKYeiiH TeXHO0JI0T U
Bun Ha 06yuenuero: Cemectpuanen xopapuyMm: | bpoit kpenutu: 5
Jlexruu (JI) JI — 30 gaca
JlabopaTopuu ynpaxxkuenus (JIY) JIY — 15 gaca

JEKTOPW):

Jor. x-p umk. SAsop Tomos (PKCT), ten.: 965 2606, email: yavor_tomov@tu-sofia.bg
Texuunuecku ynusepcuter-Codust

CTATYT HA JUCHUIIVIMHATA B YYEBHUSA TIJIAH: 3angbmkuTenHa IACHUILUIAHA OT
yueOHUS TUIaH 3a 00y4eHHE Ha CTYAEHTU N0 cnenuanHocT “KubGepcurypHOCT M MpeBEHIUS Ha
kuOepnpecTbiyieHUs”, Ha PakynTer Mo KoMmIOTBpHU CHCTEMHU M TEXHOJOTMHM Ha TeXHU4ecKu
Yuusepcuretr — Codust 3a 00pazoBarenHO-KBaIU(UKALNOHHA CTEIIEH “MarucTbp’.

HEJIM HA YYEBHATA JUCIHHUIIJINMHA : JTucuuruinHaTa vMa 3a el J1a 3a1103Hae CTYJEHTUTE
C BBIIPOCH, HA KOUTO CE€ OCHOBABAT OJOKYEHH TEXHOJIOTUUTE, Pa3IMYHUTE BUIOBE apXUTEKTYpPH,
AIITOPUTMHUTE 3a MMOCTUTAHEC HAa KOHCCHCYCHHW MOJACIH, KAaKBO IPCACTABIABAT KPUIITOBAITYTUTE U
Pa3IMYHUTE JEUECHTPATIU3UPAHU TPOEKTH.

OIIMCAHUE HA JUCIIHUIIJIMHATA: Pasrnexgat ce OCHOBHUTE pa3IMKA Ha
JCTEHTPATM3UPAHUTE CUCTEMH C LEHTPAIM3UPAHUTE TakuBa. llocienoBaTelHO ce pasriexiaar
KpunTorpagckd METOAM U MaTeMaTHYEeCKU MOJEIH U aJTOPUTMH, KOUTO Ca MPSIKO CBBP3aHU C
npoOieMuTe, KOUTO BB3HMKBAT MpPU U3CPAKIAAHETO Ha €JHa JELEHTpajJu3upaHa CHUCTEMa,
yCIIOBUATAa HAa KOMTO TS TpsAOBa Ja OTroBapsl M pa3jMYHUTE BUIOBE KOHCEHCYCHU aJTOPUTMHU.
Otnens ce BHUMaHME HA BBIPOCHUTE, OTHACSIIM C€ KbM CHUTYPHOCTTA Ha €HA TakaBa CHCTEMa.
Pasrnexxnat ce mexaHusmure Ha paboTa Ha HUPPOBUTE BaNyTH, TEXHUTE HUMIUIEMEHTALUU U
nmpoekTH, Oa3upanu Ha OjokuyeitH TtexHosorusta. OTmens ce 0coOCHO BHUMaHE W Ha
MHTEJIMTEHTHUTE JOTOBOPH, KOMTO Ca €/lHa HOBa MapaJurMa, BbPXY KOSTO C€ CTPOM HOB BH]
JIUTUTaIHA UHIYCTpHs. Pasriexaar ce nmporpaMHy €3HIM, Ype3 KOUTO MOraT Jia ce pealu3upar
WHTEJIMTEHTHU JIOTOBOpHU. Pasriexaar ce M aclneKTUTe Ha CUTYpHHUS KOJ B HHTEIUTCHTHUTE
JOTOBOPH.

HPEJAITOCTABKM: Ilpeanosara ce, 4e CTyIGHTUTE UMAT NMPAKTUYECKHU 3HAHUS 110 TPOrpaMHU
€3ULH, CTPYKTYPH OT JaHHU, KpUOTorpadcku 0a30BU 3HAHUS, KAKTO U OT MPEXKHU. .

METO/ 3A TIIPENNOJABAHE: Jlekuuu, U3HACIHU C MOMOIITA HA MPE3CHTALIMU U MEJUECH
MPOEKTOP, KAaKTO M TMpPEeAOoCTaBIHE W OOCHXKIaHE Ha JOIBIHUTEICH TEKCTOB MaTepHall 3a
mucuuminHaTa. JlabopaTopHu yrpakHEeHUs, U3MBJIHABAHU 110 TEMU OT JEKIIUUTE MOl PHKOBOACTBO
Ha MperoiaBares, KaTo OCHOBHATA 3a/lauya Ha YIpa)KHEHUsTA € /1a ce pa3paboTH e1H MbIHOIEHEH
MPOEKT, Oa3upaH Ha OJOKYCHH TEXHOJOTHUSITA.

METO/IM HA UBINTUTBAHE U ONEHABAHE u3nur.
E3UK HA TIPENNOJIABAHE: Gbarapcku

INPENOPHLYUTEJHA JIMTEPATYPA: 1. Mastering Blockchain: Distributed ledger
technology, decentralization, and smart contracts explained August 2020 Edition: 3rd Pack ISBN:
978-1839213199 2. Mastering Ethereum: Building Smart Contracts and DApps 1st Edition
by Andreas M. Antonopoulos (Author), Gavin Wood Ph. D. (Author) Publisher : O'Reilly Media;
1st edition (December 23, 2018) 1SBN-13: 978-1491971949 3. Mastering Bitcoin: Programming
the Open Blockchain 2nd Edition by Andreas M. Antonopoulos (Author) Publisher : O'Reilly
Media; 2nd edition (July 11, 2017) ISBN-13 : 978-1491954386 3. The Bitcoin Standard: The
Decentralized Alternative to Central Banking Hardcover — Illustrated, by Saifedean
Ammous (Author) Publisher : Wiley; 1st edition (April 24, 2018) ISBN-13 : 978-1119473862
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XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIVINHA

HaumenoBanwue Ha yueOHata mucnumnna: | Kog: MCSPC28 Cemectsp: 2
BuoMeTpHYHH CHCTEMH
Bun Ha 00y4yeHmeTo: CemectpuaneHn xopapuyM: | bpoit kpenutu: 5
Jlexuuu (JI) JI —30 yaca
Jlaboparopuu ynpaxHenus (JIY) JIY — 15 yaca

JEKTOPMU.:

[pod. n-p umwk. Cuexana [nemkosa (O TK), Ten.: 965 2274, e-mail: snegpl@tu-sofia.bg
noit. 1-p Arata Manososa, ®TK, ten:02 9652274, e-metin: amanolova@tu-sofia.bg
ri1. ac. a-p Hukon Xpuctosa, ®TK, ten:02 9652274, e-meiin: _nicole.christoff@tu-sofia.bg
1. ac. a-p Hukonait Hemos, ®TK, Ten:02 9652274, e-meiin: _nneshov@tu-sofia.bg
Texuunuecku ynusepcurer-Codust

CTATYT HA JUCHUIIVIMHATA B YYEBHUSA TJIAH: bBuomerpuuHu cuCTeMH €
3aJIBJDKUTENIHA yyeOHa AMCLMIIMHA OT yuyeOHHMs IuiaH 3a oOydyeHue Ha cryaeHtute 3a OKC
»MarucTop®, crneuuaitoct ,,Kubepcuryprnoct u I[IpeBeHnus Ha kuOepnpecThIUIEHUS , Mpode-
CHOHAITHO HampasiieHue 5.3 KoMyHHKalmoHHa U KOMIIOThPHA TEXHHUKA, 00macT 5. TexHu4eckn
HayKH.

HEJMN HA VYUYUEBHATA JUCIIMIIJIMHA: Ilenra Ha AWCHMIIMHATA € Ja 3aro3Hac
CTYIACHTUTE ChC CUCTEMHTE, U3IMOI3BAll OHMOMeTpuyHa MHpOpMaIus, BUIOBETe OMOMETPUYHU
JaHHM, TsIXHaTa oOpaOOTKa W pa3lo3HaBaHE, MPOEKTUpaHEe Ha OMOMETPUYMHU 0a3u JaHHHU,
MOJENUpaHe W BU3yalnu3auus Ha Ouomerpuya wuHopmanus. CTyAeHTHT Ie mpumodue
crocoOHOCTTA J1a pa30upa CTpyKTypara U (PyHKIIMOHATIHOCTTA HA OMOMETPUYHUTE CUCTEMH, Hal-
noOpuTe NPAKTHUKHA OTHOCHO BHEIPSIBAHETO B pEIIEHUs C OOLI0 MpelHa3HayeHHEe U ChC
cienn(UYHa HYXK/IM KbM KOHKPETHUTE ClIy4au Ha yrnorpeoa.

OIMUCAHUE HA JIUCIWUIIJIMHATA: OcuHoBau temu: OOmr mperyien Ha OMOMETPUYHHUTE
cucteMu -J[u3aiiH Ha OMOMETPUYHU CHCTEMH -YIO0CTOBEpsBaHE W UACHTHU(UKAIMSA -AHAIU3 Ha
MIPOU3BOIUTEIIHOCTTA -BHOMETPHYHN XapaKTEPUCTUKU: MPHCTOB OTIEYaThK, BeHa, aume 2D/3D,
upuc, perura -IloBeneHueckn XapakTepuCTHKU: JIMHaMHKa Ha HaTHCKaHE Ha KJIABHUII, TIOXOJKA,
noanuc, mimac -MyatumonanHa OwomeTpus -HempexkbcHaTo OMOMETPUYHO YIOCTOBEpSIBAHE -
KadectBo Ha Owomerpuunute mnpoou -IloBepurenHoct W 3amura -ATaku: apredakTd u
BB3MOXKHOCTHU 32 HIMHUTAIUS -BHOMETPUYHM CTaHIAPTH -BHOMETPHYHN TTPHITOKEHUS.

HPEJAITOCTABKMW: BbvBeaenue B nmporpaMupaHeTo, Cucremu 3a CUTypHOCT, VI3KyCTBEH MHTEIIEKT

1 KHOEpCUTYPHOCT.

METO/ 3A INPEINOJABAHE: IlpeaBuaenu Matepualiv: Mpe3eHTAlMK, BUAea W JOIMbJBAIIN
¢aitnoBe. Ha crynenTuTe ce mpenocTaBsi NOMBIHHUTENHA JUTEpaTypa M MOJIE3HH JIMHKOBE. 3a
U3IbJIHEHUE HA CAMOCTOATEITHUTE 3a7]aui U KYPCOBHSI TPOEKT ca pa3paboTeHH MUCMEHH YKa3aHus,
1abopaTopHUTE YIPAKHEHUS C IPOTOKOIH.

METOJIU HA U3NUTBAHE U OLHEHABAHE: O0OyuenueTo mno yueOHaTa IUCIUILUIMHA CE
KOHTPOJIHpA 4pe3 OLeHKa, KOATO ce (opMHpa OT TPH CHCTABKU: JBE KOHTPOJHH pabOTH C
koeduimeHT Ha TexecT 0,4 1 paboTa 1Mo BpemMe Ha JIabopaTOPHUTE YIPAKHEHHS C KOSPHUITUEHT Ha
texect 0,2.

E3UK HA TIPENNOJIABAHE: Obirapcku/aHrauicKu

MNPENOPBLYUTEJHA JIUTEPATYPA: 1. R. Jiang, S. Al-maadeed, A. Bouridane, D.
Crookes, A. Beghdadi, Biometric Security and Privacy: Opportunities & Challenges in The Big
Data Era, Springer, 2016 ; ISBN 9783319473017; 2. D. Zhang, G. Lu, L. Zhang, Advanced
Biometrics, Springer, 2017, ISBN 9783319615455; 3. B. Bhanu, A. Kumar, Deep Learning for
Biometrics, 2017, Springer, ISBN 9783319616575; 4. G.R. Sinha, Advances in Biometrics:
Modern Methods and Implementation Strategies, 2019, Springer Nature, ISBN 9783030304362;
5. T. Bourlai, P. Karampelas, V. Patel: Securing Social Identity in Mobile Platforms: Technologies
for Security, Privacy and Identity Management, Springer, 2020, ISBN 9783030394899.
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XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIVINHA

HaumenoBanwue Ha yueOHata mucuuminaa: | Kog: MCSPC29 Cemectsp: 2
IIpuiaoxua kpunrorpagus
Bun Ha 06yuenuero: Cemectpuanen xopapuyMm: | bpoit kpenutu: 5
Jlexrum (JI) JI — 30 gaca
JlabopaTopuu ynpaxkuenus (JIY) JIY — 15 gaca

JEKTOP(W):

ot n-p k. Autonus Tamesa (OKCT), Ten.: 965 2224, e-mail: atasheva@tu-sofia.bg
Texuunuecku ynusepcurer-Codust

CTATYT HA JIUCHIUINIJIMHATA B YYEBHUA TIJIAH: Ilpunoxna kpunrorpapus e
3aJIbJDKUTENIHA yyeOHa AMCLMIIMHA OT yuyeOHMs IuiaH 3a oOydyeHue Ha cryaeHtute 3a OKC
»MarucTop®, crneuuaitoct ,,Kubepcuryprnoct u I[IpeBeHnus Ha kuOepnpecThIUIEHUS , Mpode-
CHOHAITHO HampasiieHue 5.3 KoMyHHMKalmoHHa U KOMIIOThPHA TE€XHHKA, 00macT 5. TexHudeckn
HayKH.

HEJIM HA YYEBHATA JJUCHUIIJIMHA : JlucuuniavHaTta € NpOEeKTHO-OPUEHTUPAHA U LIEJIN
CTYJIEHTUTE J]a YCBOSAT MPAKTUYECKH YMEHUS 10 M3TPaKJaHe Ha CUTYpHU CO(TYyepHHU MPOIYKTH,
KaTo TpwiIaraT CbBPEMEHHHUTE aJTOPUTMH, METOAW W TpuHIMNU Ha Kpunrtorpadusra. Jlobpure
IIO3HAHU HAa HUBATa Ha KpI/IHTOFpa(i)CKa 3aluTa Morar aa 6’[)2121T H3II0JI3BaHU B IIPpAKTUKaTa HAa MHXXCHCPUTE
110 KHOEPCUTYPHOCT KaKTO 32 MPOSKTUPAHE U Ch3/1aBaHe, Taka U 3a IIPOBEPKa 1 MOBHIIIABAHE HA CUTYPHOCTTA
Ha Pa3iInYHU COPTYEPHH MPOTYKTH.

OIMNCAHUE HA JUCHHUIIJIMHATA: YueOHUAT MaTepuaa BKIIOUYBA MPUIIOKHUTE aCTICKTH
Ha KpUNTOrpadcKkUuTe METOM M aJrOPUTMHM, MOJIXOM 32 TSAXHATA UMIUIEMEHTAIMS U BrpakJaHe
BbB codryepHu mnpoayktu. OcHoBHHM Temu: bubnmuorexkn peanusupany Kpuntorpadcku
anroputmu; Yciayru 3a curyprHoct B .NET; Kpuntorpadusara BbB codrTyepHUTE CHCTEMH -
ceprudukaru, KEII, curypau npotokonu, aBreHTuduKanus u aApyru. OneHka Ha CUTYpHOCTTa Ha
kpunirorpadgcekure anroputMu (KA); CpaBHenue u m36op Ha KA 3a KOHKpeTHH cdepu Ha
npuiioxxenue; Kpunroananus, Banuaaius Ha KpUOTorpadcku CUCTEMH;

HNPEAINOCTABKM: JlucuuiuinHaTta c€ OCHOBaBa Ha MO3HAHMS HA CTYJIEHTUTE 3a OCHOBHHUTE
JIEMCTBUSA HAa KOMIIIOThPHAaTa CHUCTEMa W Iporpamupane. M3ydenu mnpeameru: ,,Martemaruxa‘,
L Iporpamuu e3unu’’ u ,,Kpunrorpadcku MeTo 1 3a 3amuTa Ha nHopmaiusTa“.

METO/J 3A IIPENNOJABAHE: Jlekuuu, W3HACSHU C IOMOINTA Ha HarJIeIHW MaTepuUallH,
CllaliJIoBE B €JIEKTpOHEH QopmaT, JAEMOHCTpalMu M mpakTudecku mnpumepu. Cem. ymp. ce
MIPOBEXKJAT KAaTO AUCKYCHH BbPXY aKTyallHU Kpunrorpadcku npobieMu ¢ akTUBHOTO y4acThe Ha
BCUYKU CTyAeHTH. JIab. ympaxxHeHHs, W3MBIHSABAHM B KOMIIOTHPEH y4eOEH KIac B EKHIIH,
peniaBaiiKu MPaKTHYECKU 3a/1a4H.

METO/IM HA UBNIUTBAHE U OHEHABAHE: u3nur.
E3UK HA TIPENTOJIABAHE: Gbiarapcku

INPENOPBLYUTEJHA JIUTEPATYPA: 1. Jlekunonnu marepuanu, http://cs.tu-sofia.bg/; 2.
Jonathan Katz, Yehuda Lindell, Introduction to Modern Cryptography, Chapman & Hall/CRC
Cryptography and Network Security, CRC Press/Taylor & Francis Group, 2021; 3. Marius lulian
Mihailescu, Stefania Loredana Nita, Pro Cryptography and Cryptanalysis: Creating Advanced
Algorithms with C# and .NET, Apress, 2021; 4. David Wong, Real World Cryptography, (Early
Access), 2021.
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XAPAKTEPUCTHUKA HA YYEBHATA JUCIIUIIVIMHA

HaumenoBanwue Ha yueOnata aucuuiuimia: | Kog: MCSPC30 Cemectnp: 2
Mpe:koBa 1 H”HPOPMAIMOHHA CUTYPHOCT
Bun Ha 06yuenuero: Cemectpuanen xopapuyM: | bpoit kpenutu: 5
Jlexuuu (JI) JI — 30 yaca
JlabopaTtopuu ynpaxuenus (JIY) JIY — 15 yaca

JEKTOPJD:

[pod. a-p umwxk. Pymen Tpudonos (OKCT), Ten.: 965 2338, e-mail: r_trifonov@tu-sofia.bg
Texuunuecku ynusepcuter-Codust

CTATYTHA JIMCIHUIIJINMHATA B YYEBHUWA IJIAH: 3aasmkutenHa yueOHa TUCHUIUIMHA

oT yueOHHUsI M1aH 3a o0ydyeHue Ha cryaeHTu 3a OKC ,Maructep®, cnienuansoct “KubepcurypHoct
W TIPEBEHIWs Ha KuOepnpecThIUieHus , mpodecnoHanHo Hampasienue 5.3KomyHuKanuoHHa H
KOMIIOThPHA TEXHUKA, 00y1acT, 007acT 5. TeXHUYeCKH HayKH.

HEJW HA YUYEBHATA JUCHHUIIVIMHA: Juctiunnuaara “MpexoBa W wHGOpPMAIIMOHHA

CI/Il"ypHOCT” HMa 3a 0CJ1 3all03HaBaHC HAa CTYACHTUTE C OCHOBHUTEC IIOHATUA, CTaHAAPTHU W TCXHUKU
B olOiacTTa Ha MpexoBaTa U WHGOpPMalMOHHA CUTYpPHOCT. CTyIEHTUTE Ie Ce 3alo3HasT C
HOpMaTHBHA 0a3a, KOSITO peryjaupa JeMHOCTTa Ha OBITapCKUTE CTPYKTYpH Ha curypHoct. [lenta
Ha Kypca € Ja Ch3/aJaT y CTYJCHTUTE 3HAHUS U YMEHHUS, CBBP3aHH C JOOPHUTE MPAKTUKHU TPH
NpujIaraHeTo Ha CbBBPEMCHHU KOMIIIOTHPHU U I/IHCbOpMaHI/IOHHI/I TEXHOJIOTUU B CUCTECMUTE 3a
CUTYPHOCTTA.

OIMCAHWE HA JTUCUMILIMHATA: Kypcst ,,OCHOBH Ha KHOCPCHIYPHOCTTA™ MPEACTABS

OCHOBHUTE HAaIpaBJICHUs Ha CUTYPHOCTTa B KubOepmnpocTtpancTBoTo. Kubepcuryprocrra obxsaria
3am[UTata Ha CHUCTEMHTE, MPEXHUTE M JTaHHUTE BBB BHUPTYAJTHOTO MpocTpaHCcTBO. [IpaBu ce
BBBEJCHHE B 00JacTTa C OCHOBHUTE ONPEACICHHS M KIIOYOBHUTE XapaKTEPUCTHKH B TOBA
HanpasieHue. [IpencraBar ce Hail-BaKHHUTE MTOIXO/IU, OTIPE/ICIISTHETO HA MIOJIUTHKUTE Ha CUTYPHOCT
3a aBTOMATHU3MPAHHUTE WH(POPMAIMOHHU CUCTEMH, CTAHIAPTH M 3aIUIaXH CPEIly MpEKoBaTa M
nHpOpMAIIMOHHA CHUTYpHOCT. [lpenBuiaeHute na0OpaTOPHH YHPAKHEHHUS CIIOCOOCTBAT 3a
OCMUCIISIHE Ha JICKITHOHHHSI MaTepUal U crioMaraTt 3a popMupaHe Ha MpaKTUYECKU YMEHUS

HPEJINOCTABKHN: OcHoBM Ha MpexoBUTE TexHoJioruu, KommioTbpHu cuctemu u Buciia
MaTeMaTHKA.

METO/I 3A IIPEINOJABAHE: Jlexkuuu ¢ U3noJi3BaHe Ha CIaiI0BE U IEMO-IIPOrpamMu,

J'Ia60paTOpHI/ITe YIIpAKHCHUS € IIOMOLITAa Ha KOMIIFOTHBP.

METOIM HA M3IIMTBAHE M OLIEHABAHE: Texymia oneHka.
E3UK HA TIPEITOJABAHE: Obarapcku

IPEHNOPBYMTEJHA JIMTEPATYPA: 1. CurypHocT u 3ammTa Ha HHPOpMAIUITA.
Astop(un): IIBetan CemepmxueB Usnarencto: Codrrpeiin; 2012 r. ISBN: 9789543341382; 2.
Pymen Tpucgonos, I'. LloueB, MeTo i Ha N3KyCTBEHUSI MHTEJIEKT 32 MPEXOBa U MH(OpMaIIMOHHA
curypHoct, MoHorpagus, u3a. Aaurapa Ilpuma, 2018, 168 ctp., ISBN: 978-619-160-936-9; 3.
Pymen Tpudonos u ap., Mpexona u Madopmarmonna Curyproct, ABanrapa npuma, 2013; 4.
http://www.enisa.europa.eu/.; 5. ISO/IEC 27032:2012, Information technology — Security
techniques — Guidelines for cybersecurity; 6.
https://www.paloaltonetworks.com/cyberpedia/what-is-cyber-security.
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XAPAKTEPUCTHUKA HA YYEBHATA JUCIIUIIVIMHA

HaumenoBanwue Ha yueOnara aucuuiuimia: | Kog: MCSPC31 Cemectsp: 2
AHAJIIN3 ¥ OlleHKA HA YSI3BUMOCTH B
KHOepIpOCTPAHCTBOTO

Bua Ha 06yuenuero: Cemectpuanen xopapuyM: | bpoit kpeautu: 5
Jlexuuu (JI) JI -30 yaca
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CTATYT HA JUMCHHUIIINHATA B YYEBHUA IIVIAH: YueOHa quciuruinHa oT yueOHUS

maaH/yaeOHuTe TuTaHoBe 3a oOyueHue Ha cryaeHtd 3a OKC ,maructsp®, coenuaiHoCT
“KubepcurypHocT M NpeBeHLUs Ha KubOeprnpecTbiUieHus ~, mpodecnoHanHo HampasieHue 5.3
KoMyHuKanroHHa u KOMIIOTbpHA TEXHUKA, 001acT 5. TeXHUYeCKu HayKH.

HEJN HA YYEBHATA JUCIIWITJIMHA: Ilen nma aucumiuidHaTta ,,AHaln3 W OIEHKA Ha

YSI3BUMOCTH B KUOEPIIPOCTPAHCTBOTO € Jla MPEJOCTaBU Ha CTYJIEHTUTE MPAKTUYECKO W HAY4HO-
M3CIIeI0BATEICKO HOY-Xay B cdepara Ha aHajau3a, OlleHKaTa M YIpPaBJICHUETO Ha yS3BUMOCTH B
paboTHUTE U CHITBTCTBAIINUTE MPOIECH, C AKIIEHT BbPXY 3HAUEHHUETO U JUHAMHU3Ma Ha ObaeniaTa
paboTHa cpela, KakTo U pa3OupaHe 3a KOHUENIUUTE U TEXHUKUTE, BKIIIOUEHH B aHAJIM3a HOLIEHKATa
Ha yA3BUMOCTHUTE B KOHTEKCTa Ha KHOEPCUTYPHOCTTA.

OIMCAHWE HA JIMCIHMITIMHATA: OcHoBau Temu: BbBenenue: oneHkara Ha

ySI3BUMOCTTa, OCHOBEH KOMIIOHEHT Ha Bcsika crparerusi 3a kubepcurypHoct OCHOBHO
pasrpaHuyYeHNe MEKIy YA3BUMOCTH U 3aruiaxu. BuioBe ya3BUMOCTH, BKJIIOUUTEIHO COPTyepHU U
XapIyepHH YsS3BUMOCTH, BOJCIIM 1O pa3jMYHM BUJOBE 3arlaxu. TecToBe 3a MPOHUKBAHE U
CKaHUpaHEe Ha YA3BUMOCTU. [IpoakTHBHO wuIEHTHQUIMpPAHE W aJpecupaHe Ha YA3BUMOCTH.
[Ipuoputusupane Ha ys3BuMmoctuTe. Kateropusupane Ha yA3BUMOCTH B KOMIIOTHPHU CHCTEMH,
Mpexu U npuiioxkeHusi. @as3u B mpolieca Ha OLEHKa U YIpaBlieHUE Ha YSI3BUMOCTTA..

IPEJINOCTABKH: NadopManMoHHH CHUCTeMH, OU3HEC YIpaBiICHUE, MATEMAaTUUECKH aHAIH3,
TEOPHs HAa BEPOSTHOCTUTE U MaTeMaTHYeCKa CTATUCTUKA, TCOPETUYHH OCHOBH Ha KOMITFOTBPHHUTE
HAyKH, KOPIIOPATUBHA apXUTEKTYpPa, KOMIIOTHPHHU CUCTEMH, MPEXKH, TEICKOMYHUKAIIHH.

METOJ 3A IPENOJABAHE: Jlekuuutre ce HpoOBEXAAT C IMOMOIITa HAa MYJITUMEIUEH

IIPOCKTOP, KaTO CC u3JjlaraTr CTPYKTypara Ha JICKIUATA, OCHOBHU OIPCACICHUS, MOJCIIN, q)OpMyJ'II/I,
l"pa(bI/IKI/I u (I)I/IprI/I U aJIr'OPpUTMHU. CTy,Z[eHTI/ITe MOraTr mpeaBapuUTCIIHO [a IOoJIydaT AOCThII JO
JICKOUOHHHUTC MaTCpUaJIN.

METOIN HA M3IHNWTBAHE U OIEHABAHE: Ilocturanero Ha IIOCTaBeHaTa IleJl Ha

oOy4yeHHeTo Mo yyeOHaTa JUCLHUIUIMHA c€ KOHTpoJupa upe3 u3nut (06mo 90%) u nabopatopHu
ynpaxsenust (10%).

E3UK HA TIPEITOJTABAHE: 6barapcku

HPENOPBLYUTEJIHA JIUTEPATYPA: Network Security Discovering the Optimal & Secure Path
by Vulnerability Analysis in Dynamic Network Through Attack Graphs, Gouri R. Patil, |Jul 18, 2022,
Vulnerability Analysis A Complete Guide, 2020 Edition, Gerardus Blokdyk, Apr 21, 2021, Vulnerability
Analysis and Risk Assessment: For Dynamic Nonmotorized Human Travel Activity Networks, Trends in
Social Network Analysis, Information Propagation, User Behavior Modeling, Forecasting, and
Vulnerability, Assessment, Rokia Missaoui, Talel Abdessalem, Matthieu Latapy, [2017.
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CTATYT HA JIUCIHUIIJIMHATA B YYEBHUA IJIAH: 3anbmkuTenna yaeOHa AUCITUTUTHHA
oT yueOHus I1aH 3a 00ydyeHue Ha cryaeHTu 3a OKC ,,maructep*, cnenuansoct “Kubepcurypnoct
U TIPEBEHIIMsI Ha KHOepIpecThIUieHus ’, mpodecrnonanHo Hampasienue 5.3 KomyHukanmnoHHa U
KOMITIOThPHA T€XHHKa, 00sacT 5. TexHuuecku Hayku.

HEJIN HA YYEBHATA JUCIMIIJIMHA: [len Ha aucuuiuivHara ,,JI3KyCTBEH WHTEJIEKT U
KHOEPCUTYPHOCT € CTYACHTHUTE 1a TOOUST 0O0IIa MpecTaBa 3a CUCTEMHUTE C U3KYCTBEH WHTEJEKT,
Ja U3y4aT M Jla MOTaT Jia TpujaraT OCHOBHHTE NMPWHIIMIHN Ha M3MOJ3BAHETO HA TEOPUATA H
METOJIUTE Ha M3KYCTBEHUS WHTEJICKT MPH KUOCPCUTYPHOCTTA, KAKTO M JIa TIOJyJaT MPaKTHICCKH
HABHIIM B U3CJICIBAHETO U TIOCTPOSIBAHETO HA CUCTEMH C U3KYCTBEH HHTEJICKT 32 KHOCPCUTYPHOCT.

OIMNMCAHUE HA JUCIWUITJIMHATA: OcHoBHM TeMu: OCHOBU Ha M3KYCTBEHMS] MHTEJIEKT:
Hcropusi, chItHOCT, OCHOBHU TepMHUHH U TIoHsATUSI B W, PaboTta ¢ nanHmM u paboTta cbCc 3HAHUS.
Nuxenepuu 3agaun, pemaBanu upe3 npuiarane Ha MU, Perpecus. Kinbctepuzamusa. Moaenu 3a
npeJicTaBsHe Ha 3HaHUATA™: JlorMueckn M MPEKOBH MOJENU 3a MpPEICTaBsSHE Ha 3HAHUITA.
[Iponykunonnu moaenu. @peiimoBu Mosienu. CeMaHTUYHU Mpexu. Pasmura joruka. ExciepTHu
CUCTEMH — apXUTEKTYpa, €Talli U TEXHOJIOTHH 32 MOCTPOsIBaHE Ha EKCIIEPTHU CUCTeMU. MalllnHHO
oOyuenne. HeBpoHHu Mpexu. ANroputMu 3a 00ydeHre Ha HeBpOHHU Mpexku. Moaen Ha Xondui.
Mogen va KoxoneHn. PekypenTHu HeBpoHHU Mpeku. OnTUMHU3anUs Ha T1bI00KH Mpexu, MeTou
Ha M3KYCTBEHHsS MHTENEKT 3a KubepcurypHocT. llpenaBuaenure abopaTOpHU YHpaKHEHHUS
CrocoOCTBAT 32 OCMUCIISIHE HA JICKIIMOHHUS MaTepual U crioMarat 3a (popMupaHe Ha IPAKTHYECKU
YMEHHS.

HNPEAINOCTABKM: ,Ilporpamuu cpenu” u ,,IIporpamMmuu e3umu‘..

METO/ 3A HPENMOJAABAHE: Jlexuuu ¢ U3noj3BaHe Ha claiiioBe, 1a00paTOPHU YIPaKHEHUS
C IeMO MpoTpaMH U KypcoBa paboTa ¢ OMHCAHKE U 3aIIHTA.

METOJIN HA UBINTUTBAHE U OLHEHABAHE: Tekyia oueHka.

E3UK HA NPENNOJABAHE: 6bnrapcku

NPENOPBYUTEJHA JIUTEPATYPA: 1. Stuart Russell, Artificial Intelligence : A Modern
Approach, 3Rd Edition, Pearson, 2015, 1164 p., ISBN-10 : 9789332543515; 2. Denis Rothman,
Artificial Intelligence By Example: Develop machine intelligence from scratch using real artificial
intelligence use cases, Packt Publishing, 2018, 490 p., ISBN-10 : 1788990544; 3. Bnamumup
Womnos. M3KycTBeH MHTenekT M ekcrepTHu cuctemu, 2014, 4. Pymen Tpugouos, I'. Ioues,
MeTOI[I/I Ha U3KYCTBCHUS HHTCIICKT 3a MPCIKOBa U HH(bOpMaHHOHHa CUT'YPHOCT, MOHOFpa(I)I/ISI,
u3a. ABanrapa Ilpuma, 2018, 168 ctp., ISBN: 978-619-160-936-9; 5. Pymen Tpucdonos u np.,
MpexoBa u Madopmarmionna CurypHoct, ABaHrap/ npuma, 2013.
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