XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIJINHA

HaumenoBanue Ha yueOnara nuciuminna: | Kog: MCSPCO1 Cemectsnp: 3

EjexTponHu 10Ka3aTescTBa

Bun Ha 00yueHuero: Cemectpuanen xopapuym: | bpoii kpenurtu: 5

Jlexmmm (JI) JI - 30 gaca

Jlabopatopuu ynpaxkuenus (JIY) JIY — 15 yaca

Kypcosa pa6ota (KP) — mo uz6op

Kypcos mpoekrt (KIT) — o uzbop Konx: MCSPCO07 bpoii kpequtn: 2
JEKTOPWN):

J-p I'eprana Kocroa Bepbanosa, noktop no Hampasienue 3.6. [IpaBo. Excriept 1o 3akoHOaATENICTBO
B cpepaTa Ha UH(YOPMAITMOHHUTE U KOMYHUKALIMOHHUTE TEXHOJIOTUH, a[JBOKAT. 32 KOHTAKTH: TEJl.
0897872010; g.varbanova@techlaw.bg
Texanuecku yauBepcutetr-Codust

CTATYT HA JUCHHUIIJIMHATA B YUEBHUSA IIJIAH: VYyeOna aucuuiuivHa OT Y4eOHHs
I1aH/yyeOHUTe IUIaHOBE 3a o0ydyeHue Ha cryaeHtd 3a OKC  marucrsp®, crHenuansHoCT
“KubepcurypHOCT M TpPEBEHIMs Ha KUOEpPHpEeCcThIUIGHUS ~°, NpodeCHOHATHO HampaBieHne 5.3
KomyHuKanonHa 1 KOMIIOThPHA TEXHHKA, 001acT 5. TexHuyecku HayKH.

HEJNU HA YYEBHATA JUCHUIIJIMHA: 3HaHudTa U yMEHUATA Npuaodutu mo ydeOHaTta
aucuuIuiiHa EjneKTpoHHM J0Ka3zaTesicTBa Ch3AaBaT MPEINOCTaBKU 3a MHOI'OCTpaHHA peayn3alus Ha
CTYJEHHUTE B 00JIaCTTa Ha MIPEBEHLMSTA, PA3CIIECABAHETO HA MPECTHIICHUS U MIPaBONPUIIATaHETO, KaTo
JlaBa HEOOXOIUMHTE IO3HAHMS B 00JacTTa Ha MPUJIOKEHHETO Ha EJIEKTPOHHMUTE J0Ka3aTeJCcTBa B
pa3nuaHATe Cepr HA TPAKIAHCKUS U THPTOBCKH 00O0pOT, ChACOHUTE MPOM3BOACTBA (HAKA3aTEIHO,
IpaXJaHCKO M aJIMUHUCTPATUBHO) U HauuHa 3a ChOMpaHe, MPEICTaBSIHE U OLIEHKA Ha €JICKTPOHHUTE
JI0Ka3aTeJICTBA.

OIMMCAHUE HA JJUCIIUIIVIMHATA: TlonsaTHe 3a eNEeKTpOHHM JoOKazaTescTBa. Mcropuueckn
MIPENINOCTaBKU 32 BBb3HUKBAHETO. MeXIyHapOJHU M HAllMOHAJIHM HOPMAaTHUBHU aKTOBE, IMPUJIOKHMMA
npaBHa ypeznba; BujgoBe eneKTpOHHM Jl0Ka3aTeNCTBa; EJeKTpoHHM JokyMeHTH. EnekrpoHHu
JOKYMEHTHU ChIbpIKaIllU CIOBECHO W3sIBICHHME. ENEKTPOHHUM AOKYMEHTH HECHABPXKALU E€IEeKTPOHHU
u3siBieHus; EnexktpoHeH moanuc. Bupgose enektpoHeH noxamnuc. [IpaBHa CTOMHOCT Ha paziIn4HUTE
BUJIOBE €JIEKTPOHHU mnoAnucH; Jlpyrn KBadupuUUUpaHU YCIYrM - €JIEeKTPOHEH BpEMEBHU Ieyart,
eJIEKTPOHEH Ieyart, Apyru kBanudunupanu ycayra no Permament (EC) Ne910/2014; Usnon3Bane Ha
EJICKTPOHHH JIOKA3aTeJICTBA B TPAXKIAHCKOTO ChHAOMPOM3BOACTBO. (OOe3mneuaBaHe M CHLOMpaHE HaA
€JIEKTPOHHM Jl0Ka3arescTBa. [IpeacraBsHe U ocriopBaHe Ha €JIEKTPOHHM JI0OKA3aTEJICTBA, NPUIIOKHMO
MIpaBo U ChJieOHA MPAKTUKA.

HPEAITOCTABKMHM: MeXIyHapOIHUTE NPUIOKUMH AKTOBE M HAIMOHAIHOTO 3aKOHOJATEJICTBO;
BUJIOBETE EJIEKTPOHHU JI0KA3aTelCTBAa M CHEUM(PUUHUTE OCOOEHOCTH NPHU TIXHOTO H3MOJI3BAaHE B
IPaXIaHCKOTO U HAKa3aTEJIHOTO ChIONPOU3BOICTBO.

METO/ 3A TIPEIIOJABAHE: Jlekuuu, M3HACcCsIHU ¢ TOMOIITA HAa HArJIEIHU MAaTepUalIH, CIA0BE B
€IeKTpOHEeH (opMaT, KOMOIOTHP M MYITUMEAHEH NPOXKEKTop. B maGopaTopHu ympakHEHHs ce
pa3riiekIaT peajHu MPAKTUYECKU Ka3yCHu.

METO/IM HA UBTNIUTBAHE Y OHEHABAHE: OuensiBane o BpemMe Ha JJabOpaTOpHH yIPpaKHEHUS
u nexiuu (20%), U3MUT C TEOPETUYHU BBIIPOCH U NMpakTuyecku 3anauu (80%).

E3UK HA TPENTOJJABAHE: Gbirapcku

HPENOPBYUTEJIHA JIMTEPATYPA: ABTOpPCKM €JIEKTPOHEH Yy4eOHUK Ha MpernojaBarens,
Bwpbanosa, I'. (2020) IIpaBen pexum Ha enekTpoHHHUTE JokyMeHTH, [lanrpaduk, Bapna, KonBenus
Ha CpBera Ha EBpomna 3a npecTbiieHusATa B KHOEPHETUYHOTO MPOCcTpaHcTBo, Jumutpos, I'., [IpaBo Ha
MH(GOPMAIIMOHHUTE M KOMYHHMKALIMOHHUTE TEeXHOJIOTHH, YacT mbpBa: ['pakaHCKONpaBHU acleKTH,
®onnmanus ,Ilpaso u untepHer”, Codus, 2014, dumutpos, I'., IIpaBo Ha wHDOpPMAITMOHHUTE U



mailto:g.varbanova@techlaw.bg

KOMYHUKAIITMOHHUTEC TCXHOJIOT'UH, Yact BTOpa: AI[MI/IHI/ICTpaTI/IBHOHpaBHI/I N TCXHOJIOTUYHH AaCIICKTH,
®onpanus ,,IIpaBo u uarepuet*, Codus, 2012



XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIJINHA

HaumenoBanue Ha yueOHara nuciumnna: | Kog: MCSPCO02 Cemectsnp: 3

MarepuaJIHO-IPABHU ACTEKTH HA

KOMIKOTBPHUTE NPeCThILICHUsI

Bun Ha 00yueHuero: Cemectpuanen xopapuym: | bpoii kpenutu: 5

Jlexruu (JI) JI—30 gaca

Jlabopatopuu ynpaxkuenus (JIY) JIY — 15 yaca

Kypcosa pa6ora (KP) — mo n36op

Kypcos mpoekrt (KII) — o uz6op Kox: MCSPCO7 Bbpoii kpeauTu: 2
JEKTOPW):

[Ipod. n-p 'eopru I'eoprues JAumutpos, mpodecop mo Hanpasienue 4.6. Mapopmatuka u
KOMIIOTHPHH HayKu. BoJenn HarfmoHaneH eKCiepT Mo 3aKOHOAITEICTBO B cepara Ha
WH()OPMAITMOHHUTE U KOMYHUKAITMOHHUTE TEXHOJIOTHH, aBOKAT. 3a KOHTaKTH: Tel. 0888774666;
george.dimitrov@dpc.bg, Texuuuecku yauBepcuteT-Codust

CTATYT HA JUCHUIIVIMHATA B YUEGHUSA IIJIAH: YyeOHa AUCHUIUIMHA OT Y4eOHHS
ian/ydeOHUTe TIIaHoBe 3a oOydyenme Ha cryaeHtH 3a OKC | maructep®, CHEIUATHOCT
“KubepcurypHoCT M TpEBEHLUS Ha KUOepmpecThIUieHUs ~°, MNpoPecHOHANTHO HalpaBieHue 5.3
KoMyHMKaIIMOHHA U KOMIIOTbpPHA TEXHUKA, 00acT 5. TeXHUYECKU HAYKH.

HEJIN HA YYHEBHATA JIMCIWMIIJIMHA: 3HaHusATa 1 yMEHUATA 10 MAaTEPUAIHO-TIPABHU aCIIEKTH
Ha KOMIIOTHPHUTE MPECTHIUICHUS Ch3/1aBaT MPEANOCTABKY 32 MHOTOCTPAHHA peanu3alus Ha CTYICHUTE
B 00J1acTTa Ha MPEBEHLIUATA, PA3CIIeIBAHETO HA MPECTHILICHUS U MTpaBomnpuiaraneto. KypesT 3amno3nasa
CTYJCHTHTE C MPUHITUITUTE HA KOMIIOTHPHUTE MPECTHILICHUS, TAXHATA CrIeIU(UKA OT TJIeJJHA TOYKA Ha
o0eKTa Ha TIOCEraTeNCTBO, 3aKPUIITHUTE OOIECTBEHU OTHOIICHHUS, KaTo MO-CHEeIHAIHO CE Pa3rIexk/ar:
BHUJIOBE KOMITIOTHPHHM TMPECTHIUVICHUS; CHIIMHCKA KOMIIOTHPHHU TMPECTHIUICHUS; HECHIIMHCKU
KOMITIOTHPHHU MPECTHIUICHUS; 00N ChCTaBH; IPUBUIETUPOBAHU CHCTABH; KBATU(DHUIIMPAHU ChCTABU
OIMUCAHUE HA JUCHUIIJIIMHATA: OcnoBuu Ttemu: I[loHsATHE 3a KOMIIOTHPHO
MPECTHIUICHHE KAaTO BUIOBO MOHATHE HA POAOBOTO MOHATHE 3a mpecThivieHue. Mctopuuecku
MPEATNIOCTABKY 32 B3HUKBAHETO. MEXTyHApOAHHU U HAITMOHAIHU HOPMATHUBHU aKTOBE,

Bunose xoMmoTbpHU npecTbIUIeHUsA. ChIIMHCKY U HECBIIMHCKU. OTrpaHU4YeHNe, HOpMaTHUBHA
TEXHHKa 3a peryaupane; HopMaTuBHM MOHATHS, CBBP3aHU C KOMIIOTHPHUTE IMPECTHIUICHHUS.
OcobeHocTH M ChIECTBEHU eneMeHTH; CBIIMHCKM KOMOIOTBPHM HpecTbiUieHus. OOmm
XapaKTePCTHUKU OTHOCHO OOEKT, CyOEeKT, 0OEKTHBHA U CYOEKTHBHA CTpaHa Ha MPECTHIUVICHUTA |
HeaxTtuBHO XakepcTBo. OCHOBHU M KBaJM(UIIMPAHU CHCTABU.

HPEAINOCTABKMU: [lpeBeHinuss Ha KUOEpPIpeCcTBIIEHHUS, OCOOEHOCTH Ha MPECThIJICHUSATa OT
00EKTHBHA, CYyOEKTHBHA CTpaHa, 00EKTH M HAaKa3aTeIIHO-OTTOBOPHH JINIA

METO/ 3A ITPENNOJABAHE: Jlekuuu, n3HacsHHA C TIOMOIITA HA HArJIEAHN MaTEpUaJIH, CJIaliI0OBE B
€IEeKTpOHEeH (GopMaT, KOMOIOTHP M MYITUMEAMEH NPOXKEeKTop. B maGopaTopHu ympaxxHeHHs ce
pasriaeXaaT peaTHi MPAKTHIECKU Ka3yCH.

METO/IM HA UBTNIUTBAHE Y OHEHABAHE: OuensiBane o BpemMe Ha JJabOpaTOpHH yIpaKHEHHS
u nexiuu (20%), U3MUT C TEOPETUYHU BBIIPOCH U MpakTuyecku 3anauu (80%).

E3UK HA TPENTOJJABAHE: Gbirapcku

HNPEMNOPBYUTEJIHA JIMTEPATYPA: 1. ABTOpCKM €JIEKTPOHEH y4eOHHMK Ha MpernojaBaTens -
Kommtorspuu npectoiienus, 2.PPT aBropcku npezentauuu, 3.  Komuesa, M., Kommtorepan
npectbiuienns, Cubu, Codus: 2006, 4. lumutpos, I'., Kanalimxues, A., benasenkos, b., ﬁopnaHOBa,
M., CraneBa, B., Mapkos, /. ENeKTpOHHUAT TOKyMEHT U €JIEKTpPOHHMAT mnoanuc. IIpaBeH pexum,
Cuena/lIUJ, Codus: 2004, 5.benencku, P., PazcnenBane na koMmioThpHH TpecThIvieHus, Cuena,

Codus: 2006 , 6.BnanoBa-Henkosa, U., Pazcnensane Ha koMmioThpHHU nipecThivienus, Cuena, Codus:
2003



mailto:george.dimitrov@dpc.bg

XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIJINHA

HaumenoBanue Ha yueOnara nuciumuna: | Kog: MCSPCO03 Cemectsnp: 3

Pa3kpuBane u pa3cienBaHe Ha

KHOeprpecTbIIeHUs

Bun Ha 00yueHuero: Cemectpuanen xopapuym: | bpoii kpenutu: 5

Jlexruu (JI) JI—30 gaca

Jlabopatopuu ynpaxkuenus (JIY) JIY — 15 yaca

Kypcosa pa6ora (KP) — mo n36op

Kypcos mpoekrt (KII) — o uz6op Kox: MCSPCO7 Bbpoii kpeauTu: 2
JEKTOPW):

Tutynsp Ha yuebnara aucuuriuHa e 1-p Cerocnas [lonoB Bacuies - 3aBexxaan otaen
"Kubepnpectpienus" B Harmonanuata cieictBeHa ciryx0a u TokTop o Hampasienue 3.6 [IpaBo Ha
IOpunnueckus dakynrer Ha Coduiickus yauBepcuret ,,CB. Kiiument OXpuacku.
3a xonrakTh: Tea: 02 /9069 319, sv.vasilev@nsls.bg Texuuuecku yausepcurer-Codus

CTATYT HA JUCHUIIVIMHATA B YUEGHUSA IIJIAH: YyeOHa AUCHUIUIMHA OT Y4eOHHS
ian/y4eOHUTe IIaHoBe 3a oOyduenme Ha crygeHtTH 3a OKC , Maructep®, crnemuamHocT
“KubepcurypHoCT M TpEBEHLUS Ha KUOepmpecThIUieHUs ~°, MNpoPecHOHANTHO HalpaBieHue 5.3
KoMyHMKaIIMOHHA U KOMIIOTbpPHA TEXHUKA, 00acT 5. TeXHUYECKU HAYKH.

HEJNU HA YYEBHATA JUCHUIIVIMHA: 3HaHusATa U YMEHHUATA MO pPa3KpUBaHE U
pascierBaHe Ha KUOEpPIPECThIUICHUS - MPaKTUUYECKH NPoOJeMU Ch3JaBaT IPEANOCTaBKU 3a
MHOTOCTpaHHA pealu3alnus Ha CTyJeHUTe B o0JacTTa Ha TMPEBEHIUATA, pPa3ClIeIBAHETO Ha
IpecThIUIEHUsT M mpaBonpuiaradero. KypchT 3amo3HaBa CTyA€HTUTE C OCHOBHUTE BHJIOBE
KHOepnpecThILIEHUS, CIOCOOUTE 32 U3BBPIIBAHETO UM U MPAKTUUYECKTUTE MPOOJIEMH MPHU Pa3KPEBAHETO
u pascieaBaHeTo uM. OcoOeHO BHUMAHUE € OT/EIEHO Ha M3IOJ3BAHETO HAa OTKPUTU U3TOUYHULU IpU
pascie/iBaHeTO, KAaKTO W Ha MPaKTUYECKUTE MNpoOJIeMH MHpHU MPOCIEsIBAaHE Ha TPaH3aKIUU C
KPUINITOAKTUBYU U TIXHOTO U33E€MBAaHE.

ONNMCAHUE HA INCIWUTIJIMHATA: IlpeanocraBku 3a epeKTUBHO pa3clieIBaHE - IPEABAPUTEITHO
obe3neuaBane, ydactHUIM U 3anbipkeHus. OSINT, PaskpuBane m pascienBaHe Ha pa3IUYHU BHIOBE
U3MaMH, TPECTHIUIEHUS W HWHUUACHTH, CIy4YBallM CE€ B COLMAJIHUTE MpexHu; PascnenBane Ha
pasrnpocTpaHeHue Ha nopHorpadcku marepuanu. Kubapropmos U Bpb3KkaTta My € APYTH NPECTHIICHHUS;
WHTenekTyanHa coOCTBEHOCT — OCHOBHM BMJOBE 3arulaxu M KubeprnpecTbivieHus; OCHOBHH
MpeAn3BUKaTEICTBA mpen KubecurypHocTTa. [IpeBenuust cpemry Kubeprepopussm; Paszcnensane Ha
aTaky Cpelly KOMIIOTbPHU CUCTEMU U Mpexku; Pascnensane B [lapkuer; [IpocnensBane u n3zemBaHe Ha
KpunToakThBH; OCHOBHU crielU(UKH MPU OpraHU3UpaHe U U3MbJIHEHHE Ha IMPEThPCBAHE U U33E€MBaHE
Ha Joka3zarenctBa; Ekcneptusn Ha wuHGopMauMoHHM Hocutend; OcurypsiBaHe Ha LAJIOCT U
HENPUKOCHOBEHHOCT Ha JIaHHU MOJYYEHH OT KOHTPAreHTH.

HPEAITOCTABKM: npeBeHINATa, pa3CIeABAaHETO HA MPECTHILUIEHUS U IPaBONPUIATaHETO

METO/ 3A TIPEIIOJABAHE: Jlekuyn, M3HACSHUA C TOMOINITA HA HAIrJIEHU MAaTepHalH, CIaiOBE B
eIEeKTpOHEeH (opMaT, KOMOIOTHP M MYITUMEAHEH NpOoXeKTop. B maGopaTopHU ympakHEHHs ce
pa3riiekIaT peajHu MPAKTUYECKU Ka3yCHu.

METO/IM HA UBTNIUTBAHE Y OHEHABAHE: OuensiBane o BpemMe Ha JJabOpaTOpHH yIPpaKHEHUS
u nexiuu (20%), U3MUT C TEOPETUYHU BBIIPOCH U NMpakTuyecku 3anauu (80%).

E3UK HA IPENTOJJABAHE: Gbirapcku

INPENOPBYUTEJHA JINTEPATYPA: 1. EnextponeH yueOHUK - MeTouKka 3a pa3ciieiBaHe Ha
kubepnpecrbiuienus - [1BP, 2016r., 2. OSINT techniques, Resourses for Uncovering Online
Information, Michael Bazzell, 2023, 3. Digital Evidence and Computer Crime, Third Edition: Forensic
Science, Computers and the Internet - Eoghan Casey, Academic Press, 2011, 4. Investigating
Cryptocurrencies: Understanding, Extracting, and Analyzing Blockchain Evidence, Nick Furneaux,
2018, John Wiley & Sons, Inc.




XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIJINHA

HaumenoBanue Ha yueOHara nuciumuna: | Kog: MCSPC04 Cemectsnp: 3

IIponecyanHo-npaBHU aACNEKTH HA

KHOeprpecTbIJIeHUSITA

Bun Ha 00yueHuero: CemectpuaneHn xopapuym: | bpoii kpenutu: 5

Jlexruu (JI) JI—30 gaca

Jlabopatopuu ynpaxkuenus (JIY) JIY — 15 yaca

Kypcosa pa6ora (KP) — mo n36op

Kypcos mpoekrt (KII) — o uz6op Kox: MCSPCO7 Bbpoii kpeauTu: 2
JEKTOPW):

Turynsp Ha yueOHara aucuuiuimHa € npod. maoH ['eopru MiBanoB MUTOB - MperogaBateln mo
HakazaTelieH IMpolec (Haka3aTemHompouecyalHo mpaBo) B FOpuamueckus ¢akyiaTeT Ha
Coduiickus yuusepcurer ,,CB. Kimment Oxpuacku“, 3a konrtaktu: ten. 02 / 9308 293
mitov@uni-sofia.bg

Texuuuecku ynusepcuter-Codus

CTATYT HA JUCIHUIIVIMHATA B YUEGHUSA IIJIAH: YyeOHa MUCHUIUIMHA OT YYeOHWHS
I1aH/yyeOHUTe TUIaHOBE 3a oOydyeHue Ha cryaeHtd 3a OKC , marucrsp®, crHeuuansHoCT
“KubepcurypHOCT M TpEBEHIMsI Ha KUOEpHpecThIUIEHUS ~, NpopecHOHATHO HampaBiieHHe 5.3
KomyHuKanmonHa 1 KOMIIOThPHA TEXHHUKA, 001acT 5. TexHUuecKkn HayKH.

HEJIN HA YYEBHATA JUCIIMIIVIMHA : 3HaHusTa M1 YMEHUTA 110 NPOLIECYATHO-TIPAaBHU aCIIEKTU
Ha KUOepHnpecThIUIEHUATAa Ch3AaBAT NPEANOCTaBKM 3a MHOIOCTPAaHHA peaju3alis Ha CTYAECHUTE B
o0JylacTTa Ha IPEBEHIUATA, PA3CIEABAHETO HA NPECThIUICHHS U NpaBonpuiaranero. Kypesr 3amo3Hasa
CTYIGHTUTE C NPUHIMIIUTE Ha Haka3aTeJIHMs IpOLEC M IpUIaraHeTo UM IpU pas3ClieIBAHETO Ha
KHOEpIPECThIUICHNS, TAXHATa crenuduka M O0COOEHOCTH TMpH TPOBEXKAAaHE HA JOCHACOHOTO
IIPOU3BOJICTBO, KAKTO U OCHOBHMTE TOJIOKEHUS ITPU MEXIYHAPOJAHOTO CHbTPYJHUYECTBO 10 HAKa3aTEeIHU
aena.

OIMMCAHUE HA JUCIHHUIIVIMHATA: OcCHOBHM TNpUHLUUNM IpU  Pa3CIE€IBAaHETO Ha
kubenpecreiuieHus. llpeanocraBku 3a eQEeKTUBHO pas3cie[BaHe - MaTepuanHo o0e3ledaBaHe,
yuacTHULM U 3aabipkeHust; OSINT — pascienBane mo OTKpUTH U3TOYHULIM; PaskpuBaHe U pascieaBaHe
Ha U3MaMHM B Mpexara; Pa3zcienBane Ha pa3npocTpaHeHue Ha nopHorpadcku marepuanu. [Ipectbnnenus
Cpelly MaJoJIETHU U HelrbJIHONMeTHU. Kubepropmo3 u Bpb3kara My ¢ Apyru npectbiieHus; Pazciensane
Ha TPECTHIUIEHUS Cpelly HHTeNeKkTyalHata cobcrBeHocT; KubeprepopuszbM u  KHOEpBOWHU;
Pa3scnenBane Ha ataku cpelly KOMIIOTBPHHU CUCTEMHU M Mpexu; Pascnensane B [lapkHer; Pasciensane
Ha TMPECTHIUICHUS, CBBbpP3aHU C TpaH3aKUMU Ha KpunroakTuBu. IIpocnensBaHe u wu33eMBaHE Ha
KpuntoakTHBH;,; OCOOEHOCTH NMPH MPOBEKIAHETO HA OTJIeH, MPEeThpCcBaHe U U33eMBaHe; ExcriepTusu Ha
MH(OPMALIMOHHU HOCUTENH; 3ara3BaHe U M0oJIy4aBaHe Ha JJaHHU OT JIOCTaBUMIIUTE HA YCIYTH.

HPEJAITOCTABKM: npeBeHIMATa, pa3cileqBaHETO HA MPECTHILUIEHUS U IPABONPUIATaHETO

METO/ 3A ITPEHHOJAABAHE: Jlekuyn, U3HACSHUA C TOMOINITA HA HAIrJIeHU MAaTepHalH, CIaiOBE B
eIeKTpOHEeH (opMaT, KOMIIOTHP M MYITUMEAHEH NPOXKEKTop. B maGopaTopHU ympakHEHHs ce
pa3riiekIaT peajHu MPAKTUYECKU Ka3yCHu.

METO/IM HA UBNIUTBAHE Y OHEHABAHE: OuensiBane o BpemMe Ha JJaOOpaTOpHU yIpasKHEHHS
u nexiuu (20%), U3MUT C TEOPETUYHU BBIIPOCH U NMpakTuyecku 3anauu (80%).

E3UK HA TPENTOJJABAHE: Gbirapcku

HPENNOPBYUTEJIHA JIUTEPATYPA: 1. [IpoTuBoseiicTBUE Ha OpraHU3UpaHaTa MpecThIIHOCT.
C.: IIpokyparypa Ha Penyonuka bwirapus, 2013, 608. (Crasr.: IBan Bunonos, Panmuna Nnkosa,
Hecucnasa JlaBuakosa — lumurpoBa, Hukonera Kysmanosa). 2. Mutos, ['eopru u np. Kpatbk

JeKIoHeH Kype o Hakazatennomnpouecyanno npaso / M. Yunosa - Co¢ust, Cuena, 2021. ISBN 978-
954-28-3414-4
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XAPAKTEPUCTUKA HA YYEBHATA JUCHUIIJIMHA

HaunmenoBanue Ha yueOnara nucuumuimaa: | Kog: MCSPCO05 Cemectnp: 3

Bujeo u ayano anajaus B

KPUMHHAJTHCTUKATA

Bun Ha 06yuenuero: Cemectpuanen xopapuym: | bpoit kpenutu: 4

Jlexumnm (JI) JI - 30 yaca

Jlaboparopuu ynpaxuenus (JIY) JIY — 15 yaca

Kypcoga pa6ota (KP) — mo nz6op

Kypcos npoexr (KIT) — o uzbop Konx: MCSPCO07 bpoii kpequtn: 2
JIEKTOP(WN):

[pod. n-p urwxk. Crexana [lnemkosa (OTK), Ten.: 965 2274, e-mail: snegpl@tu-sofia.bg
noi. a-p Arata Manonosa, ®TK, ten:02 9652274, e-meiin: amanolova@tu-sofia.bg
ri1. ac. 1-p Huxonait Herro, @TK, ten:02 9652274, e-meiin: _nneshov@tu-sofia.bg

Texuunyecku yHuepcutet-Codus

CTATYT HA JUCHUIIJIMHATA B YYEBHUSA TIJIAH: e 3agpikuTenHa ydeOHA
JTUCIUIUIMHA OT y4eOHus IiaH 3a oOyuenue Ha ctyneHTute 3a OKC ,,Maructsp®, crnenuaiHocT
»Kuoepcuryproct u IlpeBeHuus Ha KuOepHpecThIUICHUs , TpodeCHOHATHO HarpasieHue 5.3
KomyHuKalmoHHa U KOMIIOTbPHA TEXHUKA, 00nacT 5. TeXHUYeCKH HayKH.

HEJIM HA YYEBHATA JUCIUIIJIMHA : Crnen 3aBbplIBaHe HA Kypca, CTYICHTUTE TPsiOBa 1a
Morar jia pujiaraT OCHOBHUTE NMPHHIIUIIHN U TIOJIXO/IM 32 aHAJIM3 Ha ayJHO ¥ BUICO MHPOPMAIIUS B
KPUMUHAIACTUKATA, J]a TO3HABAT IPOTPaMHUTE CUCTEMH 3a aHAIHU3 U 00paboTKa U J1a TH U3IT0JI3BAT
3a pellaBaHe Ha KOHKPETHU MH)KCHEPHH 3a]1aud B 00JIACTTa HA KPUMUHAITUCTHAKATA.

OIMMCAHUE HA JUCIHHUIIJIMHATA: OcHoBHU Temu: BbBeneHue B KPUMUHATUCTHYHHS
aHanu3, UpoBU3aIKs, BBH3MPOU3BEKIAHE M aHAIM3 HA BHUJIEO W ayAHO, BH3CTAHOBSBAHE Ha
nidpoBO BUACO W ayauoO, Bb3CTAHOBSBaHE Ha (hailyioBe, MpoIeaypy 3a 00paboTKa Ha BHUIAECO U
ayauo JI0Ka3aTencTBa, UdpoBa 00pabOTKa Ha WM300pa)KEHHUsS, METOJOJOTHUS 3a ayJAHO aHAIM3,
XapaKTePUCTUKHU Ha peuTa U IIyMa, PUHITUIN 32 U3SCHSBAHE HA 3BYKa, TJIaCOBA HICHTU(UKAIINS,
uaeHTU(PUKAIMS Ha aBTOpa, (HOHETHUEH aHalu3, WIACHTHU(HUKAIMS Ha TOBOPHUTEINs, TIJIAcOB
cniekTporpad, WHCTPYMEHTH U COPTyep, M3MOI3BaHW BHB BHJICO M ayJHWO aHAIN3a, aHAIH3 Ha
CHUMKHU.

HNPEJAINIOCTABKMW: BoBenenue B nporpamMmupaneTo, Cucremu 3a curypHoct, VI3KyCTBEH MHTEIEKT
1 KHOEPCUTYPHOCT.

METOJ 3A TIPEINNOJABAHE: Jlekiuu ¢ wu3Mo0Ji3BaHE Ha ClIAliJIoOBE U JIEMO-TIPOTpaMH,
n1abopaToOpHUTE YIIPAKHEHUS C TPOTOKOIH.

METOJIU HA U3IIUTBAHE U OLHEHSBAHE: OGyuenuero mo y4eOHaTa TUCIMUIUIMHA CE

KOHTPOJIMpa 4Ype3 OLEeHKAa, KOosATO ce (opmupa OT TPU CHCTAaBKHU: JABE KOHTPOIHH PaboOTH ¢

koepunueHT Ha TexecT 0,4 1 paboTa 1o Bpeme Ha J1abopaTOpHUTE YIPaKHEHUS C KOe(ULIMEHT Ha

texect 0,2.

E3UK HA IIPEINOJABAHE: 6bnrapcku

IHNPEINOPBUYUTEJIHA JIUTEPATYPA: 1. Joakim Kavrestad, Fundamentals of Digital Forensics:
Theory, Methods, and Real-Life Applications, Springer; 2nd Ed., 2020. ISBN-10: 3030389537, ISBN-13:
978-3030389536.; 2. Robert C. Maher, Principles of Forensic Audio Analysis, Springer, 2018. ISBN-13:
978-3319994529, ISBN-10: 3319994522; 3. Forensic Video Analysis: A Complete Guide, The Art of
Service - Forensic Video Analysis Publishing, 2021. ISBN-10: 1867412705, ISBN-13: 978-1867412700;
4. André Arnes, Digital Forensics, Wiley, 2017. ISBN-13: 978-1119262381, ISBN-10: 1119262380.
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XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIJINHA

HaumenoBanue Ha yueOHaTa Kox: MCSPC06.1 Cemectnp: 3
JTUCLUTUIAHA!

CUrypHH MpPOTOKOJIM U APXUTEKTYPH 3a

KOMYHHKAIIUH

Bun na o6yuenuero: Cemectpuanen xopapuyM: | bpoit kpenutu: 4
Jlexumu (JI) JI - 30 yaca

JlabopaTopuu ynpaxxuenus (JIY) JIY — 15 gaca

Kypcosa padota (KP) — no u3z6op

Kypcog npoexkT (KII) — mo uzdop Kox: MCSPCO7 Bpoii kpenuth: 2

JIEKTOPMU: nou. a1-p Mapust Hernosa (PTK), Tei.: 965 2134, email: mvn@tu-sofia.bg

npod. a-p 'eopru Unues (OPTK), ten. 965 3029, email: gli@tu-sofia.bg

Texanveckn Yuusepcuter-Codust

CTATYT HA IMCHUITVIMHATA B YYEGHUA IIJIAH:
N3bupaema aucuMIIMHA 32 PEJOBHU CTYAEHTH Mo creuuanHocT “KubepcurypHocT u
NpEeBEHIUs Ha KuOeprpecThIUIeHUs' 3a 00pa3oBaTeIHO-KBATH(UKAMOHHATA CTENEH
“MaructTop’.
HEJIN HA YYEBHATA JUCHUIIJIMHA':
Llenra Ha oOydenuero mo “CUTypHH MPOTOKOIH M apXUTEKTYpHU 3a KOMYHUKALUU~ € CTy-
JCHTUTE J]a U3y4aT OCHOBHUTE METOJH, MIPUHIUIH U TPOTOKOJIH 32 U3TPakKIaHe HA CUTYPHU
KOMYHHUKAIIMOHHU cucTeMH. Jla Morar ga mpoeKTHpaT CUTYPHH apXUTEKTypu U aHaJIU3UpaAT
HUBOTO Ha 3aIlMTA.
ONNMCAHUE HA TMCHHUITVIMHATA:
1o Bpeme Ha Kypca ce n3ydaBaT OCHOBHUTE €1€MEHTH Ha CUTYPHOCTTa, KpUIITOrpad)CK METOIN
3a 3alMTa Ha JAHHU B KOMIIIOTBPHU KOMYHMKALIMOHHM MpPEXKH, CTaHAApTU3UPaHU
KpUnTOrpad)cku anropuT™u, kBautosa kpunrorpadus, [Iporokon IPSec ([Ipunuun Ha paboTa.
Meron 3a aBrenTH(UKaMs Ha makeTure.) [IpuHnunure Ha padora Ha mportokoian SSL u TLS.
[Iporokon RADIUS — koHdurypupane, METou 3a aBTCHTU(HUKALUS, OTOPU3ANNS M KOHTPOI Ha
pecypcure. KERBEROS — apxutektypa, MeTonu 3a aBTeHTU(HKALKSA HAa KJIMEHTa U ChPBBpA.
[MpuHIunum 3a nocTurane Ha curypHoct. [IpuMepen Moen Ha Mpexa 3ammTena ¢ Kerberos. PGP.
Apxurektypa. Metox 3a usrpaxnaHe Ha uudpous noamuc. CTpykTypa Ha cepTH]HKara.
W3non3Bany aNropyuT™MH 3a KpUNITHpaHe. BUpTyamHu yacTHH MPEKH - BUZIOBE apXUTEKTYPH, OPEN
VPN. UzyuBar ce ocoOE€HOCTUTE NMPH HMHCTAIMPAHETO HA PA3IUYHH ONEPALlMOHHU CHCTEMHU.
Kongurypupane na VPN cbpBbp. MeTtoau 3a aBTeHTU(DUKALIKS.
HPEAIMOCTABKM: Heo0xoauMu ca OCHOBHH MTO3HAHUS 110 OTIEPAIIMOHHU CUCTEMH, OCHOBU
Ha MPEKOBHUTE TEXHOJOTHH, KOMYHUKAIIMOHHA MPEXH, TpeaBaHe HAa JaHHU U KOMITFOTHPHU
KOMYHUKAIUH.

METOJA 3A MHPEINOJAABAHE: Jlekiun ¢ uW3MON3BaHE Ha cjaiioBe (MpeaBapUTEIHO
MIPEIOCTABEHN Ha CTYJIEHTHUTE), MOJIOMOIHATH OT €JIEKTPOHHU Marepuain. CaMocTosTenHa
IIOATOTOBKA MU BBH3JIaraHE Ha pa60Ta IO aKTyaJIHU HpO6J’IeMI/I (eKI/IHHO OpUCHTHPAH HOI[XOI[).
JlabopaTopHU yIpa>KHEHHS C MPOTOKOJIH.

METOJIU HA U3IIUTBAHE U OLIEHABAHE: O6y4eHneTo ce KOHTPOJIHMpa Ype3 OICHKA,
KOSITO ce popMHpa OT JABE ChbCTABKU: PE3yNATaT OT TEKYI KOHTPOJ ¢ KoeduiueHt Ha Texect 0,7
U OLIEHKA OT JIaDOpaTOpHUTE yIpaxxHeHHsI ¢ KoeduuueHT Ha Texect 0,3.

E3UK HA TPENTOJIABAHE: Gbirapcku

IMPEITIOPBUYUTEJIHA JIUTEPATYPA:

1. Ch. Brooks, Ch. Grow, Ph. Craig, D. Short, Cyber Security Essentials, Sibex, ISBN-
10: 9781119362395, 2018. 2. C. Dotson, Practical Cloud Security: A Guide for Secure Design
and Deployment 1st Edition, O'Reilly Media, ISBN-10: 1492037516, 2019. 3. Pascal
Ackerman, Industrial Cybersecurity: Efficiently secure critical infrastructure systems, Packt
Publishing, ISBN-10: 1788395158, 2017. 4. Stallings W., Cryptography and Network Security:
Principles and Practice, 5/E, Prentice Hall, ISBN-10: 0134444280, 2016. 5. Elbirt A., Applied
Cryptography: Protocols, Algorithms and Source Code in C 20th Edition, Publisher: Wiley; 20
edition, ISBN-10:1119096723, 2015.
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XAPAKTEPUCTHKA HA YYEGBHATA JUCHHUIIVIMHA

HaunmenoBanue Ha yuebHara nuciuminunara: | Kog: MCSPCO06.2 Cemectsp: 3

O0s12a4HM TEXHOJIOTHH

Bunx Ha 00yuenuero: Cemectpuanen xopapuym: | bpoit kpequtu: 4

Jlexuuu (JI) JI - 30 yaca

JlaGopaTopuu ynpaxxuenus (JIY) JIY — 15 yaca

Kypcosa padota (KP) — no u3z6op

Kypcos npoext (KIT) — o uzbop Kox: MCSPCO7 bpoii kpeautu: 2
JIEKTOP:

o n-p k. Januena Munkoscka (DKCT), Ten.: 9653317, email: daniela@tu-sofia.bg
Texunuecku yauepcuter — Codust

CTATYT HA JUCHMIIJIMHATA B YYEBHUA IIJIAH: M36upaema AUCIMIUIMHA 32 PEIOBHA
CTYICHTH IO CHEIUATHOCT ,,KHOEepCUrypHOCT U MpeBeHIMs Ha KHOepIpecThIUIeHUs  Ha (haKynTeT
»KOMIIOTBPHH CHUCTEMH U TEXHOJOTMH, 3a 00pa3oBaTeNHO-KBATHU()HUKAIIMOHHATA CTENEH
,»MarucTbp.

IHEJIU HA YUYUEBHATA JUCHUMIIJIMHA: OcHoBHA IieJd Ha IUCLHMIUIMHATA € 1Oa Jaze
(dyHIaMEHTAIHA TIOHSTHSI 32 OOJAYHUTE TEXHOJOTHH, TUIATHOPMHU, YCIYTH H apXUTEKTYpPH,
BUPTyaIu3alusi, OCHOBHUTE KOHIICTILUU Ha myOnuyHuTe obnaynu yciuyru laaS, PaaS u SaaS, u
MPUIIOKEHUETO UM B NyOnmyan ob6naunu minatdopmu. Cren 3aBbpUIBaHE HAa Kypca CTYIEHTHTE
TpsOBa Ja MOraT Jja MO3HABAT CHIECTBYBAIIM PELUICHHS B 00JaYHUTE TEXHOJIOTHH, J1a pa3rpaHuyaBaT
OIIIMUTE 33 ChXPAHCHHE B 00JIaK U JIa OTMCBAT PECYPCHUTE 32 YIIPaBICHUE HA 00JIaK.

OINMCAHUE HA JUCHHUIIJIMHATA: 3yyaBar ce OCHOBHHUTE IOHSATHS, XaPAKTEPUCTUKU U
YCIIYTH B O0JIAYHUTE TEXHOJIOTUH, APXUTCKTYPH Ha OCHOBHHM ILIATGOPMH 3a OOJAYHU U3UNCIICHHS U
o0JauHU ONEpallMOHHHM CHCTeMHU. PasriexnaT ce Bb3MOXKHOCTUTE 3a BUPTYyalIH3alus — BUIOBE,
kiberepad U GRID texnomoruu. M3y4aBar ce MeToau 3a yrnpaBieHHE Ha MaMeTTa, 0e30MacTHOCT U
3amuTa npu pabora ¢ oOmayHuTe TexHonoruu. JlabopaTopHuUTE yHpaKHEHUS MOAIOMArar
MIPAKTUYECKOTO YCBOSIBAHE HA MaTepuaia B ChbBpeMeHHH obOnaunu rardgopmu. KypcoBara padora
BKIIIOUBA pa3pabOTKa Ha ChAbpIKATETHA U MPE3CHTALMOHHHA YacT, OCUTYpsIBAIla €KCIO3UIUS Ha
Hay4YHH U3CJICIBaHUS B 00JIAYHUTE TEXHOJIOTHUH. .

HNPEJAIMOCTABKM: KypchT ce 6a3upa Ha mmojydyeHuTe 3HaHus B Kypcosere o “WEB 6a3upanu
TexHosoruu*, “Pasmpenenenu cucremMu” u “KoMmmroTbpHHM Mpexu oT OakalaBbpckaTa H
MarucTbpcKaTa CTEIEHHU.

METO/ 3A ITPENNOJABAHE: Jlekiiuu, U3HACSHU ¢ TOMOIITA HA HATJIEAHU MaTEpHUaIId, CIaiJ0BE
B €JEeKTpOHEH (opMaT, KOMIIOTHP M MYITHMEIWEH MpoxekTop. JlabopaTopHU yIpakHEHUS B
obmauna cpena Windows Azure u Amazon Web Services (AWS). KypcoB mpoekT — NpoeKTHpaHe |
U3rpakaaHe Ha 00Ja4HO MPUIIOKEHHE.

METOJIHN HA UBIIUTBAHE U OLIEHSIBAHE: Tekymia orienka

E3UK HA ITPENTIOJJIABAHE: bearapcku

HNPENOPBYUTEJHA JIUTEPATYPA: 1. Cloud Computing Bible. Barrie Sosinsky. John Wiley &
Sons. ISBN-13: 978-0470903568. Amazon Web Services For Dummies. Bernard Golden. For Dummies.
ISBN-13: 978-1118571835; 2. Weinhardt, C., Anandasivam, A., Blau, B., Borissov, N., Meinl, T., Michalk,
W., StoRer, J.: Cloud Computing — A Classification, Business Models, and Research Directions. Bus. Inf. Syst.
Eng. 1, 391-399 (2009); 3. Malathi, M.: Cloud computing Concepts. In: 2011 3rd International Conference on
Electronics Computer Technology (ICECT), pp. 236-239 (2011); 4. Gautam Shroff, “Enterprise Cloud
Computing Technology Architecture Applications”, Cambridge University Press; 1 edition, [ISBN: 978-
0521137355], 2010; 5. Toby Velte, Anthony Velte, Robert Elsenpeter, “Cloud Computing, A Practical
Approach” McGraw-Hill Osborne Media; 1 edition [ISBN: 0071626948], 2009; 6. Greg Schulz, “Cloud and
Virtual Data Storage Networking”, Auerbach Publications [ISBN: 978-1439851739], 2011; 7. Ronald L.
Krutz, Russell Dean Vines, “Cloud Security” [ISBN: 0470589876], 2010; 8. John Rittinghouse, James
Ransome, “Cloud Computing” CRC Press; 1 edition [ISBN: 1439806802], 2009; 9. Massimo Cafaro (Editor),
Giovanni Aloisio (Editor), “Grids, Clouds and Virtualization” Springer; edition [ISBN: 978-0857290489]
2011; 10. LatifaBoursas (Editor), Mark Carlson (Editor), Wolfgang Hommel (Editor), Michelle Sibilla
(Editor), KesWold (Editor), “Systems and Virtualization Management: Standards and New Technologies”
[ISBN: 978-3540887072], October 14, 2008.
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XAPAKTEPUCTUKA HA YYEBHATA JUCIHUIIVIMHA

HaunmenoBanue Ha yuebnata qucuuiumna: | Kox: FaMCSPCO01 Cemectsnp: 1
MenukMbHT HA nipoekTd B UKT
Bun Ha 006ydyenuero: Cemectpuanes xopapuyM: | bpoii kpenutu: 3
Jlexumu (JI) JI — 30 yaca
Cemunapuu ynpaxuenust (CVY) CVY — 15yaca

JEKTOP):

noi. 1-p urk. Bepounka Credanosa-Crostnosa (DKCT), ten.: 965 32 85, e-mail:
vvstoyanova@tu-sofia.bg
Texanueckn yHuBepcutet-Codust

CTATYT HA JUCHUITIVINHATA B YYEBHUA IJIAH: ®akynratuBHa yueOHA TUCIUITIIHA

0T yueOHus Iu1aH/yyeOHuUTe MIaHoBe 3a 00ydyeHue Ha ctyaeHTu 3a OKC

»MarucTep, cnemuanHoct “KubGepcurypHoct W mpeBeHIMS Ha KHOEpIpeCTHIUICHUS ,
npodecnonanHo HamparieHue 5.3 KoMyHHMKalMOHHa W KOMIIOThPHAa TEXHHKA, O0yacT O.
TexHUYEeCKH HayKH.

HEJW HA YYEBHATA JUCHAUITJINHA : dopMupane Ha TEOPETUYHHU U MMPAKTUYECKHU 3HAHUS
Y YMEHHUs 3a pelllaBaHe Ha MPoOJIeMH, Bb3HUKHAIIM MIPHU YIIPABJICHUETO Ha MPOeKTH. PazBuTne Ha

TEOPETUYHHM M MPAKTUYECKH yMeHMs 3a epeKTHBHO ympasieHue B cektop MKT, BkmouuTenHo
U3M0JI3BAHETO Ha aBToMaTH3upanu cuctemMu (AMS), ocurypsiBaiy MocTUraHeTOHA PE3YJITATUTE,
OIpeJieNIeH! B IPOEKTa, OTHOCHO ChCTaBa M 00XBaTa Ha paboTa, pa3xoJuTe, BPEMETO, KayeCTBOTO
Y yIOBIIETBOPEHOCTTA HA YYACTHUILIUTE B IPOEKTA..

OIMMCAHUE HA JUCIHHUIIJIMHATA: OcHoBHM TeMu: ,,ChIIHOCT Ha YIPaBICHUETO Ha
MPOEKTH‘: XapaKTEPUCTUKHU HA MPOEKTUTE. IbpBO HA pemeHusra. ,,MeToau 3a olleHKa, OCHOBaHU

Ha MYJITUIUTMOMpAIIY KpuTepuu. Pamku 3a oueHka um moabop. ,,CTpyKTypupaHe Ha NpOEKTa.
OpraHu3allMOHHA CTPYKTypa M CTPYKTypa Ha pasnpeaeisHe Ha 3afgauute’: OpraHu3alliOHHU
CcTpykTypu. OpraHumsalMOHHa CTpPYKTypa Ha Ipoekrta. (CpyeTraBaHe Ha OpraHU3alMOHHATA
CTPYKTYpa CbC CTPYKTypaTa Ha pas3Npe/ieeHue Ha JAEHHOCTUTE. ,,T€XHOJIOrMUYeH acleKT: u300p
Ha KOH(UTIypanusTa, ynpasjieHue U KOHTpos“: TeXHONOrn4HH, (pyHKIMOHAIHU, KAaYeCTBEHU U
puckoBu croOpakeHus. KOHKYpeHTeH MH)KEHEPUHI U KOHKYPEHIIMS BbB BpPEMETO. YTIpaBJieHHE
Ha pucka. TQM, ,Ilnanupane Ha npoektu*: Work Breakdown Structure. Jlnarpama na GANTT.
[Tonxon Ha nuHeiHo nporpamupane npu CPM-ananus. PaboTta npu ycioBus Ha HECUTYPHOCT.
PERT-ananu3 u CPM-nonyckanus. [Ipoextupane Ha codTyep 3a ynpaBieHue

HPEJMINOCTABKHW: VYuyeOHarta aucnuiiiHa ce Oa3upa Ha 3HAHUA Ha CTYACHTHTE IO
MHUKPOMKOHOMHKA, YIPABICHHE, MaTeMAaTHYEeCKH aHaju3, TEOpHs Ha BEPOATHOCTUTE U
MaTeMaTHYecKa CTAaTUCTHKA, TEOPETUYHH OCHOBM Ha KOMIIOTHPHHUTE HAYyKH, KOPIOpaTHBHA
ApXUTEKTypa, KOMITIOTBPHU CHUCTEMH, MPEXH, TEICKOMYHUKAIIUH, HHOOPMAIIHOHHA CHCTEMH 3a
ynpasieHue Ha | T kommanus.

METO/1 3A ITPEITOJNABAHE: Jlexuyu c U3M013BaHe HA CIAWI0BE U JEMO-TIPOTPAMH.
METOJIN HA U3INWTBAHE W OHEHABAHE: /luciuminHata NpUKIIOYBA C TeKyIIa

OlleHKAa U OIIeHKaTa ce (opMHUpa OT JABE ChCTABKU: : /[Be elHOYacOBU MUCMEHU KOHTPOJIHU padoTH
B Cpe/aTa U Kpasi Ha CEMECThpa..

E3NK HA ITPEITONABAHE: Obirapcku

HPENOPHYUTEJHA JIMTEPATYPA: KATHY SCHWALBE. Technology Project
Management , 2020., HAROLD KERZNER., Project Management Case Studies., DARRON CLARK,
All-In-One PMP® EXAM PREP Kit,1300 Question, Answers, and Explanations, 240 Plus Flashcards,
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XAPAKTEPUCTUKA HA YYEBHATA JUCHUIIJIMHA

HaumenoBanue Ha yuebHara nuciumuna: | Kog: MCSPCO08 Cemectsp: 4
IomTHKH 32 KHOEPCUTYPHOCT
Bun Ha 06yuenuero: CemectpuaneH xopapuyMm: | bpoii kpequtn: 3
Jlexumnm (JI) JI - 30 yaca
Jlaboparopuu ynpaxuenus (JIY) JIY — 15 yaca
Kypcoga pa6ota (KP),

JIEKTOP(HN):

Tutynsp Ha yueOHaTa IucuuIUIMHA € Jol. A-p umX. MBan CraHkoB, ¢ Hay4yHa
CHeIUaIHOCT "ABTOMATU3UPAHU CUCTEMH 32 00paboTKa Ha MH(OPMALIUS U yIIpaBiIeHUE" .
3a KoHTaKTH: Tel. 9652682 mail: istankov@tu-sofia.bg

Texuunuecku ynusepcuter-Codus

CTATYT HA JUCIIUIIVIMHATA B YYEGHUS IIJIAH: Yuyebna aucuuiiivHa oT y4yeOHuUs
IIaH/y4eOHUTe IIaHOBe 3a oOydenme Ha cryaeHTd 3a OKC , Maructep®, cremuasHoct
“KubepcurypHocT M MpeBEHIUS Ha KUOepmpecThIUieHUs ~, MpodeCHOHATHO HalpaBieHue 5.3
KoMyHHKalIMOHHA U KOMITIOTbPHA TEXHUKA, 00acT 5. TeXHUUYECKU HAYKH..

HEJIU HA YYEBHATA JUCHUIIJIMHA : /lucuuiuinHaTa ch3aBa yCI0BUS 32 TECOPETUYHO U
MPUJIOKHO M3y4daBaHE HA MPOOJIEMHUTE CBHP3aHHU C U3TOTBSIHETO M MPWJIATAaHETO Ha IMOJIMTHKH 32
kubepcurypHoct. CTyJEHTHUTE IlIe MPUIOOUSIT 3HAHUE B IOCOKA 3a M3yuyaBaHE Ha EBPOIEHCKU U
HallMOHAJTHU JIOKYMEHTH, W3UCKBAIM M3TOTBSIHETO HAa TAaKWBa IMOJIUTHKUA. Bximouenu ca
TEOPETHYHHU U MPAKTHYECKHU aCTICKTH Ha HEOOXOAMMOCTTA OT U3TOTBSHETO MM, KaTO CE Pa3rIeKIaT
BBIIPOCH CBBP3aHU C Teopus, PopMaIHU MOJAEIH U MPAKTUKO-TIPUIIOKHMU ACTIEKTH Ha TAXHATa
CTPYKTYypa U ChIbpKAHUE.

OINNCAHUE HA JUCIHHUIIVTIMHATA: YueOHUAT MaTepuan BKIOYBA OCHOBHU TEOPETHUYHU
acleKTH Ha MOJUTHUKHTE 3a kuOepcurypHocT. OcHoBHM Temu: CTparerus 3a KMOEpCUTYpPHOCT Ha
EBpomneiickus cbio3; JupextuBu u pernamentd. ENISA (Arenuusara Ha EBpomneiickust cbro3 3a
KHOEpCUTYPHOCT) U CepTHQHUUIMPAHETO Ha KHOEpPCUI'YpHOCTTa Ha HWH(POPMALMOHHUTE U
KOMYHUKAI[HOHHUTE TEXHOJOTHH. ); AKTyalu3upaHa HaI[MOHAJHa cTpareruss Ha PBbarapus
"KubepycroitunBa bwarapus 2023"; 3akon 3a kubepcurypHoct; Hapenba 3a MuHUManHuUTE
M3MCKBaHUS 3a MpekoBa W MHQOpMaIMoHHa curypHocT; Ynpasinenue Ha MUC; TlonuTuka 3a
CUTYpHOCT, AHaJlu3, OIIEHKAa M YIpaBJICHHWE HA PHUCKa 3a KUOEpCUTypHOCTTa; YTpaBleHUE Ha
MHIUJICHTU B KHOEPCUTYPHOCTTA.

HNPEMNNOCTABKM: napen6u, pernamentd Ha EC pa3zpaOoTeHU MOJUTHUKM 3a yIpaBlieHHE Ha
KHOEpCUTypHOCTTA, KAKTO HAa HAIlMOHAJTHO HUBO, TaKa U HA MEXTyHAPOIHO

METO/I 3A TNPEITOJABAHE: Jlekuuu, M3HacsiHM C NOMOILNTAa HAa HarjeHU MaTepuai,
ClaliloBe B €JEKTpOHEH (opmar, KOMOIOTHP M MYJITUMEINEH MpoxekTop. B mabopaTopHu
YIOPaKHEHUS CE pa3TiexaaT peaaHu IPAKTUYECKU Ka3yCH.

METOJIU HA U3IIUTBAHE U OLEHSABAHE: OrnensBane mo BpeMe Ha J1abOpaTOpHU
ynpaxkHeHus u jgekuuu (20%), U3MUT C TEOPETUYHH BBIPOCH U MpakTHuecKu 3aaa4u (80%).

E3UK HA IIPEITOJABAHE: 6barapcku

NPENOPBLYUTEJIHA JIUTEPATYPA: 1. Network Security Discovering the Optimal &
Secure Path by Vulnerability Analysis in Dynamic Network Through Attack Graphs, Gouri R.
Patil, |Jul 18, 2022, 2. Vulnerability Analysis A Complete Guide, 2020 Edition, Gerardus
Blokdyk, Apr 21, 2021, 3.  Vulnerability Analysis and Risk Assessment: For Dynamic
Nonmotorized Human Travel Activity Networks, Daniel Kwon, Venky Shankar, Paperback — 26
Feb. 2014, 4. Building Information Systems in the Overall Risk and Security Management in
Them, Ivan Stankov, Technical University — Sofia publishing 2021
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XAPAKTEPUCTUKA HA YYEBHATA JUCHUIIJIMHA

HanmvenoBanwue Ha yueOnara qucnurmiuna: | Kog: MCSPCO09 Cemectnp: 4
3amuTa Ha ye® NPUWIOKEHHUs
Bun Ha 00yuenuero: Cemectpuanen xopapuyMm: | bpoit kpeautu: 3
Jlexmmm (J1) JI — 30 yaca
Jlabopatopuu ynpaxkuenus (JIY) JIY — 15 yaca
Kypcosa pa6ora (KP),

JIEKTOP(HN):

[Tpod. n-p umk. Orasa Hakos (PKCT), Tein.: 965 2513, e-mail: nakov@tu-sofia.bg
Ac. mar. urk. 'eopru I'eoprues (PKCT), ten.: 965 2224, e-mail: georgiggeorgiev@tu-sofia.bg
Texuuuecku yauepcurer-Codus

CTATYT HA IUCHIUIIJIMHATA B YYEBHUS IIVIAH: 3anbmxutenta yueOHa AUCUUILITHHA
oT y4eOHus miaH 3a o0y4denue Ha cryaent 3a OKC ,,Maructsp*, cnenuannoct “KubepcurypHocT
U IpEeBEHLUs Ha KuOeprpecTbIieHus”, npodecuoHanHo HampasieHue 5.3 KomyHHKaIMOHHA U
KOMITFOThPHA TEXHHUKA, 007acT 5. TeXHHUECKU HAyKH.

HEJIM HA YYEBHATA JUCIUIIJIMHA: Ilenta Ha yyeOHaTa TUCUUIUIMHA € Ja Aajie Ha
CTyACHTUTE (HYHIAMEHTAHU TIO3HAHUS U IPOPECHOHATHI YMEHUS B 00J1aCTTa Ha CHTYPHOCTTA Ha
ye0 MpUJIOKEHUsTa, 3a Ja MO3HAaBaT W MpUiIaraT CPeICTBaTa U METOAMTE 3a MPOCKTUPAHE U
UMIUIEMEHTHPAaHE Ha YCTOMUYMB 3a XaKePCKH aTaku Kox B yed cpema. B xpas Ha o0y4eHHeTo cH
CTYJEHTHT 1IE: TT03HaBa BHTPEIIHUTE MEXaHU3MU U IPUHIIUIIUTE Ha ACWCTBUE HA XaKEPCKU aTaku
ot tunt SQL umxeknust, XSS, DOS u TexHuTe pa3HOBUIHOCTH; ObJIE 3aMI03HAT C MPUETUTE T0OpU
MPAKTUKKA TpPU MPOCKTHpPAHE HA YCTOWYMBHU 32 XAKEPCKH aTaku yed MNPUIOKEHHS; MOXE Aa
pasro3HaBa M KOPUTHpA YA3BUMOCTH KbM ye0-0a3MpaHdW XaKepCKH aTakd B MPOTPAMEH KOJI;
MO3HABa CPEJICTBA U MOJXO0/IM 32 aBTOMATU3UPAHO TECTUPaHE U OTKPUBAHE Ha YS3BUM KOJI.

OIMMCAHUE HA TMCHUIIJIMHATA: JIucumiuiiHata cb3aBa yMEHUs M0 UACHTHUIIIpaHE
Ha YA3BUMOCTHU U MPOEKTUPAHE HA CUTYPHU yeO MPUIOKEHUSI.

HNPEJAINOCTABKM: 3Hanus mno nporpaMyupaHe oT IUCHUIUIMHATA ,,ba30BU MpOrpaMHU €3UIH.
OcHoBHO pa3bupane Ha e3uiture C#, JavaScript, SQL, markup e3uitu HTML u XML.

METOJ 3A TIPEINOJABAHE: Jlekiuu ¢ u3M0J3BaHE Ha CIIAlJIOBE U JIEMO-TIPOTpaMu,
n1abopaTopHU yIpakHEHUsI ¢ paboTa ChC crenuamu3upad copTyep.

METO/JAM HA U3IIUTBAHE U OHEHABAHE: Texyma oneHka.
E3UK HA IPENTOJJABAHE: ObJarapcku/aHrmMicKu

HNPEIMOPBYUTEJIHA JJUTEPATYPA: 1. Mohd Yunus, Mohd Amin & Brohan, Muhammad &
Mohd Nawi, Nazri & Salwana, Ely & Najib, Nurhakimah & Liang, Chan. (2018). Review of SQL Injection
: Problems and Prevention. JOIV : International Journal on Informatics Visualization. 2. Kadam, M. &
Pradhan, Madhavi & Nalamwar, Sonali. (2011). Security against cross site scripting (XSS) attacks:
signature based model on server side. 3. Tripathi, Nikhil & Mehtre, Babu. (2013). DoS and DDoS Attacks:
Impact, Analysis and Countermeasures. 4. Pandey, Brijesh & Singh, Alok & Balani, Lovely. (2015).
ETHICAL HACKING (Tools, Techniques and Approaches).
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XAPAKTEPUCTUKA HA YYEBHATA JUCIIAIIJIMHA

HaunmenoBanue Ha yueOHATa TUCIUTIIMHA: Kox: MCSPC10 Cemectnp: 4
CurypHOCT pu M3rpaxjaaHe u
ynpasJjieHne Ha HHGOPMAMOHHHI
CHCTEMH M MPEKH

Bun Ha 006ydyenuero: Cemectpuanes xopapuyM: | bpoit kpenutu: 3
Jlexumu (JI) JI-30 ugaca
Jlaboparopuu ynpaxkuenus (JIY) JIY — 15y4aca
Kypcosa pa6ora (KP)
JEKTOP):

Jon. a-p umk. MiBan CtankoB TeiL.: 965 2682, e-mail: istankov@tu-sofia.bg
Hort. a-p umk. Bepounka Credanosa- CrossHoBa (PKCT), Ten.: 965 30 91, e-mail:
vvstoyanova@tu-sofia.ng Texuuuecku ynuepcurer-Codus

CTATYT HA JUCIHUITIVINHATA B YYEBHUWA TIJIAH: YuebHa quciumuinHa oT y4yeOHuUs

iaH/y4yeOHuTe IUlaHOBe 3a oOyuyeHue Ha cryneHTH 3a OKC , maructep®, crenuanHocT
“KubepcurypHOCT M NPEBEHIHS Ha KUOEpHpeCThIUICHHUS ~, MPOPECHOHATHO HampasieHue 5.3
KomyHHKaIOHHa 1 KOMITIOThPHA TEXHUKA, 00s1acT 5. TeXHn4ecku HayKu.

HEJW HA VYUYEBHATA JUCHMIIVIMHA: Ilen na nucuumuivHara ,,CUTYpHOCT TIpU

NU3TpaXXJaHE U YIIPABJIICHHUC Ha I/IH(I)OpMaI_[I/IOHHI/I CUCTCEMHU H MpC)KI/I“ € Ja IIpCaoCTaBu Ha
CTYACHTHUTC NPAKTHUYCCKO U HAYUYHO — HU3CJICAOBATCIICKU 3HAHUSA WU OIIUT B C(bepaTa Ha e(i)eKTI/IBHO
HU3TpaXXJgaHe U LAJIOCTHO YIPABJICHUC I/IH(I)OpMaI_[I/IOHHI/I CUCTCMH U MPCKHU B pa6OTHI/ITe n
CbIIBTCTBAIIUTE IIPOLCCH.

OINNCAHUWE HA JTUCHHUITJIMHATA: OcHoBuu temu: MHpopmanmonHa cucrema. Etanu Ha
u3rpaxjaae. Bunose nHpopmanuoHHu cucteMd. OCHOBHHM KOMIIOHEHTH U BB3MOXHOCTH Ha
OW3HEeC MHTETUTeHTHUTE HH()OPMAIMOHHU cHCTeMH. MojenupaHe, aHalIW3 M yIpaBlIeHHE Ha
6usHec npouecu. MexIyHapoJHU CTaHAApTH 3a yIpasieHue Ha puck u curypHocrra. PCI DSS,
HIPAA u GDPR. Ogut Ha undopmarnmonau cucremu. Uupopmannonna curyproct. Konrposnu.
Kpunrtupane u oqut Ha nHGOpMaLMOHHU TexHonoruu. Oaut 3a norudecka curypuoct. CTI. IAM.
3amuTa u CUTYPHOCT Ha KpaitauTe Touku. SIEM.

HNPEAITOCTABKHW: WubopmManlMOHHM CHUCTeMH, OW3HEC YHpaBJIeHHE W OpraHu3aius Ha
bupmeHa 1eiHOCT, TEOpHs Ha BEPOSTHOCTUTE U MaTeMAaTHYeCKa CTaTUCTHUKA, TEOPETUYHH OCHOBH
Ha KOMIIIOTBPHUTE HAyKH, KOPIOpaTHMBHA apXUTEKTypa, KOMIIOTBPHH CHCTEMH, MPEXH,
TEJIEKOMYHUKALINH.

METO/ 3A TIPEITOJABAHE: Jlekuunute ce mpoBeXAar C IOMOIITa HAa MYJITHUMEIUEH
IPOEKTOP, KaTo €€ U3JIaraT CTPYKTypaTa Ha JIEKIIUATA, OCHOBHU OIPEEeNeHHsI, MOJENH, GopMyH,
rpadukud U Gurypu u anroputMu. CTyAEHTUTE MOTraT NMPEeIBApUTEIHO Ja MOJIy4aT JAOCTBII 10
JIEKIMOHHUTE MaTepUaIH.

METO/I HA M3TNINUTBAHE U OINEHABAHE: M3nur(o6uo 90%) u madopaTtopHu
ynpaxuenus (10%).

E3UK HA IPEITOJTABAHE: 6barapcku

INPENNOPBYUTEJIHA JIMTEPATYPA: U. Cranuko, M3rpaxnane Ha uH(DOpMalMOHHU
CUCTCMU IIPU IAJTOCTHO YIIPABJICHUEC HA pUCKA U CUTYPHOCTTA B TAX, U3aTCJIICTBO Ha Texuuuecku
yauBepcurer  Codus  2021;, International ~ Technical Support  Organization:
www.redbooks.ibm.com; Certified Internet Audit Professional (CIAP), International Computer
Auditing Education Association (ICAEA), W. Xamxuiicka, WHGbOPMALHOHHA CHCTEMH,
Wznatenctso ,,3a OykBure — O mucmenexs 2014, ISBN 978-619-185-112-6
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XAPAKTEPUCTUKA HA YYEBHATA JUCHUIIJIMHA

HanmvenoBanue Ha yueOnara qucnumiuna: | Kog: MCSPC11 Cemectbp:4
ETH4HO XaKkepcTBO
Bun Ha 00yuenuero: Cemectpuanen xopapuym: | bpoit kpeauTu:3
Jlexmmm (J1) JI — 30 yaca
Jlabopatopuu ynpaxkuenus (JIY) JIY — 15 yaca
Kypcosa pabora (KP)

JIEKTOP(HN):

Hort. 1-p SIBop Tomos (®KCT), Ten.: 02 965-2606, e-mail: yavor_tomov@tu-sofia.bg
ac. mar. umk. Kocramun ITanues (PKCT), e-mail: kpanchev@tu-sofia.bg
Texunuecku yauepcuter-Codust

CTATYT HA JIUCHIUIIVIMHATA B YYEBHUS IIJIAH: 3anbmxutenta yueOHa AUCIUTIITHHA
oT y4eOHus miaH 3a o0y4denue Ha cryaent 3a OKC ,,Maructsp*, cnenuannoct “KubepcurypHocT
U IpEeBEHLUs Ha KuOeprpecTbIieHus”, npodecuoHanHo HampasieHue 5.3 KomyHHKaIMOHHA U
KOMITFOThPHA TEXHHUKA, 007acT 5. TeXHHUECKU HAyKH.

HEJIM HA YYEBHATA JUCIUIIJIMHA: Ilenta Ha yueOHaTa TUCHUIUIMHA € CTYACHTUTE Ja
M3y4yaT pa3lIMyHU XaKEpPCKH HMHCTPYMEHTH, METOJIM 3a IMPOBEXKIAaHE HA aTaku, aHAIM3 Ha
MPWIOKEHUS 32 HaJU4Khe HAa TEXHOJIOTMYHU MPOMYCKHM M Ja NPUIOOUAT 3HAHUS, CBBP3aHU C
MPOKTUPAHETO, H3TPAXKIAAHETO M TOIPHKKATA HA CHTYpPHOCTTa Ha WH(GOPMAIMOHHUTE W
KOMYHUKAIIHOHHU CHCTEMHU.

OINMCAHUE HA JUCIHHUIIJIMHATA: OcHoBHU TemH: BbBereHHE B €TUYHOTO XaKEPCTBO;
Ananu3 u atakd Ha npuiaoxkenus; ,,Shellcode®; “Metasploit”; CkanupaHe 3a TEXHOJIOTHYHHU
NPOMYCKH; ATaki KbM Maposn; ATaku, HAacCOYeHU KbM KaHaTHOTO HUBO Ha OS| monena; Ataku Ha
6e3xnyan Mpexu; Araku Ha WEB cbpebpu 1 WEB npunoxenus; [loacnymBane Ha MpeKOBH
TpadUK ¥ reHEepUpaHe Ha MakeTH, 3aoOukansHe Ha maponu npu Microsoft Windows; Ataku Ha
MoOwmiHH ycTpoiictBa ¢ Android u T.H.

HPEAINOCTABKM: M3uckBar ce Mo3HaHUS MO MPOTPAMHH €3UIH, OINEPAIlMOHHU CHUCTEMH,
porpamHu cpen, cucreMHo 1 WEB niporpamupase.

METO/l 3A ITPENNOJABAHE: Jlekuuu ¢ u3mnoi3BaHe Ha MPOEKTOp, BUIECO IMpe3eHTalUs U
JIeMO-TIporpamMu, 1a00paTOPHUTE YIPAXKHEHUS Ce MIPOBEXKAT B CHELMAIU3UPAHH Ja00paTOPHH.

METO/JAM HA U3IIMTBAHE U OHEHABAHE: Tekyma oneHka.
E3UK HA IPENTOJJABAHE: ObJarapcku/aHrmMicKu

HNPEIMOPBYUYUTEJIHA JIMTEPATYPA: 1.Daniel G. Graham, Ethical Hacking: A Hands-on
Introduction to Breaking In, ISBN 9781718501874, 2021; 2.Tabassum, Mujahid & Sharma, Tripti &
Mohanan, Saju. (2021). Ethical Hacking and Penetrate Testing using Kali and Metasploit Framework. 2. 9
-22; 3.Thomas, G. A (2017) “An ethical hacker can help you beat a malicious one”, The Conversation;
4. Thomas G, Low G, Burmeister O (2018) “Who Was That Masked Man?”: System Penetrations—Friend
or Foe? In: Prunckun H. (Eds) Cyber Weaponry. Advanced Sciences and Technologies for Security
Applications. Springer, Cham; 5.Verizon (2017). “Verizon Data Breach Investigations Report 2017”;
6.Verizon (2018). “Verizon Data Breach Investigations Report 2018”; 7. Mansfield-Devine, S (2017).
Hiring ethical hackers: the search for the right kinds of skills. Computer Fraud & Security, 2017(2), 15-20.
doi:10.1016/s1361-3723(17)30016-7; 8. Hatfield, J. M. (2019). Virtuous human hacking: The ethics of
social engineering in penetration-testing. Computers & Security, 83, 354-366; 9. Sénmez, F. O. (2019).
Security Qualitative Metrics for Open Web Application Security Project Compliance. Procedia Computer
Science, 151, 998-1003; 10. Zabicki, R., & Ellis, S. R. (2017). Penetration Testing. In Computer and
Information Security Handbook (pp. 1031- 1038). Morgan Kaufmann; 11. Abraham K White, Hacking:
The Underground Guide to Computer Hacking, 2020; 12. Daniel Regalado, Shon Harris, Allen Harper,
Gray Hat Hacking: The Ethical Hacker's Handbook, Fifth Edition 5th Edition, ISBN: 9781260108422,
2018; 13. Anekcannbp Lloker, ETnuno xakepctBo,2017.
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XAPAKTEPUCTHUKA HA YYEBHATA JUCHUIIJIMHA

HaumeHnoBanue Ha yueOHaTa IUCIUILINHA: Kox: MCSPC12.1 Cemectnp: 4
CnenuajiHu pa3y3HaBaTeJHH CPeCTBa —
onepaTuBeH M MPaBeH aCMeKT

Bun Ha 00yueHuero: CemMecTpualieH Xopapuym: bpoit kpeautu: 3
Jlexumu (J1) JI—30 yaca
JlaGopaTopuu ynpaxxuenus (JIY) JIY — 15 gaca
Kypcosa pabota (KP)
JIEKTOP(WN):

[pod. a-p urwxk. Bo Benukos, Ten.: 0887 693411, email: manoflight@abv.bg BCY ,,Uepnopusen
Xpadobp* u [IbprkaBHA KOMHUCHS IO CUTYPHOCTTA Ha HH(MOpMaIUsATa

CTATYT HA JUCHUMIIVIMHATA B YUYEBHUS IIJIAH: CBoGomHo u30MpaemMa AUCIUIUIMHA OT
yueOHUsA TUlaH 3a oOydeHHe Ha CTyIeHTH Mo crenuanHocT “KubepcurypHoct u mpeBeHIUs Ha
kubepnpecTpiuieHus, Ha Pakynrer ®KCT na Texamuecku Ynupepcuter — Codusi 3a 006pazoBaresHo-
KBaJTM(UKAIIMOHHA CTETICH ‘‘MarucThp’.

HEJIN HA YYEBHATA JUCHUIIVIMHA: /TluciuruinHaTta uMa 3a 1ej1 00y4aBaHUTe Jja MoJay4yaT 3HaHUs
3a poisiTa, MpeAHa3HAYCHUETO U OpraHM3alisaTa Ha u3noi3BaHe Ha CrenuaaHu pa3y3HaBaTEIHU CPEICTBA
(CPC) mpu pa3kpuBaHEe Ha IMOCETATEICTBA CPENly HAIIMOHAIHATA CUTYPHOCT M OOIICCTBEH pell. AKIICHTH B
ChIBPIKAHUETO ca MPaBHO-HOPMATHUBHATA ypen0a Ha JeHHOCTTa, B KOHTEKCTa Ha 00IIeCTBEHOTO BHUMAHUE U
OrpaHMyYaBaHETO Ha Ipasa Ipu usnoisBaHe Ha CPC, a cpIIO U KaTo BUCOKOCIELMAIN3UpaHa JIEHHOCT Ha
OTpaHHYeH KPbI AbP>KaBHU CIYKHUTENHU B ciiyx0Oute 3a curyproct (IATO u JAHC).

OIINCAHUE HA TNCIIUIIJIMHATA: CbabpKaHHETO HA TUCIUIUIMHATA € U3TPAJICHO HAa OCHOBATA Ha
MPHUHIIAIA “0T 00IIOTO KBM YAaCTHOTO ’, KATO B IIBPBUTE JICKITUH Ca 3aCTHIICHH BBIIPOCH OTHOCHO OCHOBHHTE
npaBa Ha YOBEKA U TAXHOTO OI'paHMYaBaHE, OCHOBHUTE Ha m3noysBaHe Ha CPC, ucrtopuyecko pa3BUTHE Ha
0OIIIeCTBEHUTE OTHOIICHUS y HAC M B APYTH IBbP’KaBH 10 Ta3ud YyBCTBUTENHA 3a JEMOKpalusaTa Tema. B
CJICBAIIMTE JICKIIMM 4Ype3 KOMOWHHMpAaHE HAa HOPMATHBHA YacT M IpaKTHUYECKa JCHHOCT ce pa3KpuBa
opranusanusaTa Ha uznonsBaHeTo Ha CPC B HamaTa cTpaHa.

HNPEAIIOCTABKM: [Ipennonara ce, ue CTyI€HTUTE UMAT Be4e MOAr0TOBKA [0 AUCUUIIIMHUTE EnexTpoHHn
Jl0Ka3aTescTBa, MaTepualHONIpaBHa CTpaHa Ha KuOeprpecTbIUieHHusTa, [IporecyaiHonpaBHi aclekTH Ha
kuOeprpecTbIieHusATa, ENEeKTpOHHN cUCTEMU 3a CUTYPHOCT. ..

METO/l 3A TTPEITIOJABAHE: Jlekuyu, W3HACSAHU C MOMOIITA HA MPE3EHTAIMU U MEIUEH TPOEKTOp,
dbmumuapt u Osa AbCKA, KaKTO W MPEJOCTaBIHE W OOCHKIAHE HA JOMBIHUTENEH TEKCTOB MaTepuai 3a
nuctuImHaTa. JlabopatopHu ynpakHEHHs, U3MBJIHIBAHU IO TEMU OT JIEKIIMHUTE TOJ PBKOBOJCTBO Ha
nmpenojaBarel, KaTo OCHOBHATA 3ajlaua Ha YIpaXHEHHUATA € Ja ce MPUAOOUSIT peaHu MPe/ICTaBU 3a Ta3H
MPEUHU3HO U CTPOTO PErNIAaMEHTUPaHa JEHHOCT.

METOJIHN HA U3ITUTBAHE U OLHEHABAHE u3nur
E3UK HA ITIPEITOJABAHE: 6barapcku

HOPENOPBUYUTEJIHA JIMTEPATYPA: 1. BOMYEB II. TEXHUYECKO PA3Y3HABAHE, “AJIBATPOC”,
CO®US 2003. 2. CABOB, U., CIOTO, BYCH, IIJIOBJIMB 2019 I'. 3. EBPOIIEICKA KOHBEHIIUS 3A TIPABATA HA
YOBEKA. 4. CMEJIOBCKA-TOHEBA, P., CIIELIUAJIHU METOJI 3A BOPBA C OPTAHU3UPAHATA ITPECTBIIHOCT
— ATEHTHU TIOJ] ITIPUKPUTUE, PUCK — MOHUTOP, 2011 T. 5. CABOB, U., Bb3MOXXHOCTHU 3A OMPEJEJISIHE HA
MECTOITIOJIOXKEHUETO HA YOBEK 10 HOMEPA HA MOBWJIHOTO YCTPOMCTBO, T'OJIUIIHUK HA ®AKYJITET
TEXHUYECKU HAYKU, YHUBEPCUTETCKO W3JATEJCTBO ,EINUCKOI KOHCTAHTUH IIPECJIABCKUY,
IIYMEH, 2020, CTP. 247 — 256, ISSN 1311-834X ; 6. WWIMH CABOB, HSIKOU TTPOLIEAYPU TIPU EJEKTPOHHOTO
HABJIIOJIEHUE HA UYXIU PA3Y3HABAHUS B CBHEJUHEHUTE AMEPUKAHCKHU IIIATH, TOAUIIHUK,
YHUBEPCUTETCKO U3JIATEJICTBO ,EITMCKOIl KOHCTAHTUH IPECJIABCKU®, IIIYMEH, 2020, CTP. 234-246,
ISSN1311-834; (BUIUM B MHTEPHET) 7. BJIAJIUMUPOB, BJI., OITEPATUBHO-TEXHUYECKA MEPOITPUSITHS,
CBBP3AHU C TIPWJIATAHE HA CPC, AMBP, 2008 I., JIEKJIACU®GULIUPAHO; 8. HUKOJIOB, H., CPC B
OTIEPATUBHO-M3IUPBATEJIHATA JEHHOCT HA OPFAHUTE HA MBP, BUIIOHJ - MBP, 1999 T.
JEEKJIACUOULIUPAHO. 9. TOAUIIHU JIOKJIAAU HA HBKCPC 3A U3BBPLIEHATA JIEMHOCT (OT IPEJAXOJHA
FOJINHA), CAWT HA BIOPOTO, BUJIUM B UHTEPHET, HTTPS:/WWW.NBKSRS.BG/MEDIA/1125/D2019.PDF

HOPMATUBHU AKTOBE: HAKA3ATEJIEH KOIEKC; HAKA3ATEJIHOITPOLIECYAJIEH KOJEKC; 3AKOH 3A
MUHHUCTEPCTBO HA BBTPEILIHUTE PABOTHU (3MBP); 3AKOH 3A CIIELIUAJIHUTE PA3Y3HABATEJIHU CPEJICTBA
(3CPC); 3AKOH 3A TAHC; 3AKOH 3A EJIEKTPOHHUTE CBOBILIEHUS (3EC); *HAPEJIBA 3A OPTAHU3AIIMSTA HA
JIEMHOCTTA T10 M3IIOJI3BAHE HA CJIYXKUTEJIU MO TPUKPUTUE B MUHUCTEPCTBOTO HA BBTPEIIHUTE
PABOTH, B CHJIA OT 15.09.2015T., IIPUETA CTIMC Ne 247 OT 10.09.2015T"., OBH. /IB. BP.71 OT 15 CEIITEMBPHU 2015T".
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XAPAKTEPUCTUKA HA YYEBHATA JUCHUIIJIMHA

HanmenoBanne Ha yueOnara qucnumiuHa: | Kog: MCSPC12.2 Cemectnp: 4
IIpaBHU acneKTH HA 3alIUTATa HA
uHpopManuaTa

Bun Ha 00yueHuero: Cemectpuanes xopapuyM: | bpoit kpenutu: 3
Jlexmmm (JI) JI — 30 yaca

Jlabopatopuu ynpaxkuenus (JIY) JIY — 15 yaca
Kypcosa pa6ota (KP)

JEKTOPM):
[Tpod. a-p umx. MBo Benukos, Ten.: 0887 693411, email: manoflight@abv.bg BCY

»deprnopusen; Xpadbsp* u [IbpkaBHa KOMHCHS IO CHTYPHOCTTa Ha MH(OpMAIHTA

CTATYT HA JUCIIUITJIMHATA B YYEBHUA I1JIAH: CroOoaHO n30upaeMa JUCIUTIIINHA
OT y4eOHHUS TUIaH 32 00y4eHHEe Ha CTYACHTH IO CHeMUaTHOCT “KubepcurypHoCT v peBeHIUs Ha
kubepnpectbiieHus, Ha ®akynrer KCT na Texuuuecku VYuuepcuter — Codus 3a
00pa3oBaTeTHO-KBATH(DUKAITMOHHA CTETICH “MarucTbp’.

HEJIM HA YUYEFHATA JUCHUIIJIMHA: JlucuuninHata uUMa 3a Iiel o0ydaBaHUTE Ja
MoJiyyaT 3HAHUS 33 HOpPMAaTHBHATa OCHOBA, CUCTEMHUTE OT OpraHd U CUCTEMUTE OT MEPKU B
obyacTTa Ha 3amuTara Ha HHOpMaIuUATa, MpodeCHoOHAITHATA TEPMUHOJIOTHS U KOHCTHTYIIHOHHO
OTpeIeJICHUTE IIpaBa Ha TpaxJaaHuTe B MH(GOPMAIIMOHHATA 00J1acT.

OINIUMCAHUE HA JAUCHMIIJIMHATA: OOGekr Ha AuCIUIUIMHATa ca KiacuduiupaHaTa
unpopmanus (KN), obmectBenara muHpopmamms (OW) m nwunute manau (JI), cpoOpasHo
obnrapckure 3akonu — 33KU, 3/I0U u 33JI. [Ipenmer Ha yueOHaTa TUCIUILIMHA € CUCTEMATa OT
OpraHd W CHUCTEeMara OT MEpPKH, MEXaHH3MU W TMPOLEAYypH, MpEeJHA3HAYEHU 3a 3alluTa Ha
kinacuduiupanara uHGopmManus, oOmecTBeHaTa HHPOpMaNKsa W JUYHUTE JaHHH. ChIIeCTBEHA
4acT OT MpeaMeTa Ha TUCIUIIMHATA € TTpaBHATa peryIaMeHTAIlUs Ha PETYIUpaHe Ha OOIIECTBEHUTE
OTHOIICHHUSI, CBBP3aHU ChC Ch3JaBaHETO, 0OPaOOTBAHETO U CHXPAHSBAHETO Ha Kiacu(ULIMpaHa
uHpopmarnus, obmecTBeHa WHGOpPMAIUs W JTUYHU JaHHH, KaKTO U YCJIOBHUSTA, W peaa 3a
MPEA0CTaBSIHE HA TOCTHI /10 TAX.

HPEAINOCTABKM: Tlpenmnonara ce, 4e CTYJAECHTUTE UMAT Be4e MOATOTOBKA MO TUCIUTIITUHUTE
Enextponnn  ngokazarenctBa, MarepuaniHonmpaBHa CTpaHa Ha  KHUOEPHIPECTHIUICHUSATA,
[IporecyamHonpaBHU aCMEKTU HAa KUOEPIIPECThIUICHUITa, ENEKTpOHHN CUCTEMU 32 CUTYPHOCT...

METO/ 3A INPENNOJABAHE: Jlekuuu, U3HacsiHM ¢ NMOMOLITA HA NPE3CHTALMA U MEIUEH
POEKTOp, QuumyapT U Osyla IbCKA, KAKTO M IPENOCTaBsIHE U OOCHXKJAHE Ha JONBJIHUTEIIECH
TEKCTOB MaTepHuall 3a JUCHMIUIMHATa. JlabopaTopHU yHpaKHEHUs, U3MBJIHABAHU MO TEMU OT
JEKIMUTE O] PbKOBOJCTBO Ha IPENoaBaTes, KaTo OCHOBHATA 3ajjaua Ha YIPaKHEHUATA € J1a Ce
OpUIOOHT MPAKTUYECKH YMEHUS B 00J1aCTTa Ha 3aluTaTa Ha HHPOpMaLusTa.

METOJIHN HA U3ITUTBAHE U OLHEHABAHE u3nur
E3UK HA TIPENIOJJABAHE: 6barapcku

HPEINNOPBYUTEJHA JIMTEPATYPA: 1. 3AKOH 3A JIOCTBII JO OBIIECTBEHA
NHO®OPMAILIMA, OBH.JIB. BP.55/07.07.2000. 2. 3AKOH 3A 3AIIUMTA HA
KITACUOUIIUPAHATA UH®OPMALUA, OBH. JIB. BP.45/30.04.2002. 3. 3AKOH 3A
3AIIUTA HA JIMYHUTE JAHHU, OBH. /IB. BP.1/04.01.2002. 4. ITbPBOHAYAJIHO
OBYYEHMUE - CBOPHUK JIEKII1U, IHBPXKABHATA KOMUCHA 110 CUT'YPHOCTTA HA
NHOOPMALIMATA, CO®UA, 2020. HTTP:/WWW.DKSI.BG/NR/RDONLYRES/16DE6365-
52E4-4F1F-9D20- E517E74A5BD5/0/SBORNIK_LEKCII_2_2020.PDF
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